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1.0 INFORMATION FOR BIDDERS

1.1  PURPOSE AND INTENT

This Request for Quotation (“RFQ”) is issued by the Procurement Bureau, Division of Purchase
and Property, Department of the Treasury on behalf of the New Jersey Department of Community
Affairs (“DCA”). The purpose of this RFQ is to solicit Quotations from qualified Bidders with
demonstrated experience in providing information technology (“IT”) solutions for disaster
recovery projects, which will allow the State to retain a Contractor to rapidly operate, and manage
the Sandy Integrated Recovery Operations and Management System (hereinafter referred to as
“SIROMS” or the “System”).

The intent of this RFQ is to award a contract to a responsible Bidder whose Quotation, conforming
to this RFQ, is most advantageous to the State, price and other factors considered. The State,
however, reserves the right to separately procure individual requirements that are the subject of the
Contract, when deemed by the Director to be in the State’s best interest.

The State of New Jersey Standard Terms and Conditions (“NJSTC”), as well as the Community
Development Block Grant Disaster Recovery (“CDBG-DR”) regulations and the New Jersey DCA
CDBG-DR Action Plan (“Action Plan”), as approved by Department of Housing and Urban
Development (“HUD?”), shall apply to all contracts or purchase agreements made with the State of
New Jersey (“State”).

SIROMS will be a fully functional turnkey IT solution that will allow the State to quickly deploy
its CDBG-DR Program to assist State residents impacted by Superstorm Sandy. In responding to
this RFQ, the Bidder shall bring sufficient depth of resources to ensure rapid implementation of the
Action Plan and/or programs from other disaster recovery funding.

The System to be delivered will include a portal allowing other State Contractors and State
Departments receiving CDBG-DR grants and any other disaster recovery funding to provide
reports necessary to efficiently accomplish and fund their projects as provided for in the Action
Plan. Among other things, SIROMS will collect and manage the reports and data to make
payments under the program, file reports with the federal government, and provide the source
data to State transparency sites and reporting dashboards. SIROMS will support the staff that will
operate, manage, and monitor the program, including program managers, fiscal staff, auditors,
and accountants.

The System will also compile the data required of other State Contractors and State Departments
using uniform reporting standards and provide the processes to make payments, assure quality
control, compliance, and maintain audit trails. The System will be web-based and housed in a
secure cloud environment. It is the State’s intent to ensure that all work performed pursuant to
this RFQ is eligible for HUD grant funding and performed in accordance with HUD regulations,
policies and guidance and that bidders meet the requirements contained in the specifications set
forth in this RFQ.

1.2 BACKGROUND

On October 27, 2012, Governor Chris Christie signed Executive Order 104 declaring a state of
emergency in New Jersey related to the impact of Superstorm Sandy, which caused massive
property damage and loss of life. On October 30, 2012, President Barack Obama declared a major
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disaster for New Jersey, DR-4086, thereby qualifying New Jersey for federal disaster assistance
funds. The Governor’s Office designated DCA as the lead agency for use of the State’s CDBG
funds. As the lead agency, DCA was tasked with formulating and implementing the Action
Plan. As the DCA moves into the recovery phase in the aftermath of the storm, it seeks
quotations from Bidders to provide a technology solution as part of the Action Plan and any
subsequent amendments.

1.3 KEY EVENTS

1.3.1 Question and Answer Period

Questions concerning this RFQ, shall be submitted, in writing via e-mail, to Vicente Azarcon,
Procurement Specialist, at Vicente.Azarcon@treas.state.nj.us and shall be received at or before
4:00 PM (Eastern Standard Time), on May 2, 2013. Phone calls/faxes shall not be accepted.

Questions regarding the NJSTC and exceptions to mandatory requirements shall be posed during
the Question and Answer period and shall also contain the Contractor’s suggested changes.

Communications with other representatives of the State regarding this RFQ are prohibited during
the submission and selection processes. Failure to comply with these communications restrictions
will result in rejection of a Bidder’s Quotation.

1.3.2 Submission of Quotation

Quotations shall be submitted by May 14, 2013 at or before 2:00 PM (Eastern Standard
Time).

The State reserves the right to reject any and all Quotations received in response to this RFQ,
when determined to be in the State’s best interest, and to waive minor noncompliance in a
Quotation. The State further reserves the right to make such investigations as it deems necessary
as to the qualifications of any and all Bidders submitting Quotations in response to this RFQ. In
the event that all Quotations are rejected, the State reserves the right to re-solicit Quotations.

1.4  ADDITIONAL INFORMATION

1.4.1 Bidder Responsibility
The Bidder assumes sole responsibility for the complete effort required in submitting a Quotation

in response to this RFQ. No special consideration will be given after Quotations are opened
because of a Bidder's failure to be knowledgeable as to all of the requirements of this RFQ.

1.4.2 Cost Liability

The State assumes no responsibility and bears no liability for costs incurred by a Bidder in the
preparation and submittal of a Quotation in response to this RFQ.
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1.4.3 Contents of Quotation

Subsequent to the Quotation submission opening, all information submitted by Bidders in
response to this RFQ is considered public information, notwithstanding any disclaimers to the
contrary submitted by a Bidder, except as may be exempted from public disclosure by the New
Jersey Open Public Records Act (“OPRA”), N.J.S.A. 47:1A-1 et seq., and common law. Because
the State proposes to negotiate and/or pursue a Best and Final Offer (“BAFO”), Quotations will
not be made public until after intent to award letter is issued.

Any proprietary and/or confidential information in your Quotation will be redacted by the State.
A Bidder may designate specific information as not subject to disclosure pursuant to the
exceptions to OPRA found at N.J.S.A. 47:1A-1.1, when the Bidder has a good faith legal and/or
factual basis for such assertion. The State reserves the right to determine, based on its sole
discretion, what is proprietary or confidential, and will advise the Bidder accordingly. The
location in the Quotation of any such designation shall be clearly stated in a cover letter. The
State will not honor any attempt by a Bidder to designate its entire Quotation as
proprietary, confidential and/or _to claim copyright protection for its entire Quotation. In
the event of any challenge to the Bidder’s assertion of confidentiality with which the State does
not concur, the Bidder shall be solely responsible for defending its designation.

1.4.4 Joint Venture

If a joint venture is submitting a Quotation, the agreement between the parties relating to such
joint venture shall be submitted with the joint venture’s Quotation. Authorized signatories from
each party comprising the joint venture shall sign the Quotation. A separate Ownership
Disclosure Form, Disclosure of Investigations and Actions Involving Bidder form, and
Affirmative Action Employee Information Report shall be supplied for each party to a joint
venture. NOTE: Each party comprising the joint venture shall also possess a valid Business
Registration Certificate (“BRC”) issued by the Department of Treasury, Division of Revenue
prior to the award of a contract.

2.0 DEFINITIONS

2.1  GENERAL DEFINITIONS

The following definitions will be part of any contract awarded or order placed as result of this
RFQ:

Amendment — A change in the Scope of Work to be performed by the Contractor. An amendment
is not effective until it is signed by the Director, Division of Purchase and Property.

Bidder — An individual or business entity submitting a Quotation in response to this RFQ.

Contract — This RFQ, any addendum to this RFQ, and the Bidder’s Quotation submitted in
response to this RFQ, as accepted by the State.

Contractor — The Bidder awarded the Contract resulting from this RFQ.



Director — Director of the Division of Purchase and Property, Department of the Treasury. By
statute, the Director is the chief contracting officer for the State.

Division — The Division of Purchase and Property.

Evaluation Committee — A committee established by the Director to review and evaluate
Quotations submitted in response to this RFQ and to recommend a Contract award to the Director.

Joint Venture — A business undertaking by two or more entities to share risk and responsibility
for a specific project.

May — Denotes that which is permissible, not mandatory.

Modification - Written clarification or revision to this RFQ issued by the Division of Purchase and
Property.

Project — The undertaking or services that are the subject of this RFQ.

Request for Quotation — The document that establishes the bidding and Contract requirements
and solicits Quotations to meet the purchase needs of the using Agencies as identified herein.

Shall or Must — Denotes that which is a mandatory requirement. Failure to meet a mandatory
material requirement will result in the rejection of a Quotation as non-responsive.

Should — Denotes that which is recommended, not mandatory.

Small business — Pursuant to N.J.A.C. 17:13-1.2, “small business” means a business that meets
the requirements and definitions of “small business” and has applied for and been approved by the
New Jersey Division of Revenue, Small Business Unit as (i) independently owned and operated,
(i) incorporated or registered in and has its principal place of business in the State; (iii) has 100 or
fewer full-time employees; and has gross revenues falling in one of the three following categories:
(A) 0 to $500,000 (Category 1); (B) $500,001 to $5,000,000 (Category Il); and (C) $5,000,001 to
$12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201,
whichever is higher (Category IlI).

State — State of New Jersey.

Subtasks — Detailed activities that comprise the actual performance of a task.

Subcontractor — An entity having an arrangement with a State Contractor, whereby the State
Contractor uses the products and/or services of that entity to fulfill some of its obligations under its
State Contract, while retaining full responsibility for the performance of all of its [the Contractor's]
obligations under the contract, including payment to the subcontractor. The subcontractor has no
legal relationship with the State, only with the Contractor.

Task — A discrete unit of work to be performed.

Using Agency[ies] — The entity[ies] for which the Division has issued this RFQ and will enter into
a Contract.



2.2

CONTRACT SPECIFIC DEFINITIONS

Action Plan — The State submitted a CDBG-DR Action Plan, which is posted on DCA’s website
at the following link:

http://www.state.nj.us/dca/announcements/pdf/CDBG-DisasterRecoveryActionPlan.pdf

CDBG — HUD’s Community Development Block Grant program.

CDBG-DR — HUD’s Community Development Block Grant—Disaster Recovery program.

DCA — New Jersey Department of Community Affairs.

Departments — State agencies, authorities, divisions, or other instrumentalities of the State, as
identified in the Action Plan or otherwise designated by the State.

DRGR — HUD’s Disaster Recovery Grant Reporting system.

HUD — U.S. Department of Housing and Urban Development.

IT — Information Technology.

3.0

SCOPE OF WORK

3.1

EXPECTED BENEFITS

The benefits provided by the Contractor, shall include, but are not limited to the following:

1.

The Contractor shall provide a full IT shared services platform including data services and
operating environment with application development, technical and business process
support, including rapid system and application design, implementation, management, and
support (i.e. fiscal and IT), training, maintenance, remediation of issues, consulting,
software development, and other professional services as directed by State Contract
Manager for the System;

The Contractor shall develop a system to efficiently implement and monitor the use of
CDBG-DR funds for Superstorm Sandy through the development of a business process
management system including project and application tracking with built-in project and
application workflow and data management;

The Contractor shall provide transparency concerning the use of these funds, as required by
State and/or federal regulations;

The Contractor shall institute System and Project controls, management, delivery, and
oversight of disaster recovery projects; and

The Contractor shall build and maintain a data warehouse where other State Contractors
and Departments will enter all the required fiscal, program, and performance data pursuant
to this RFQ. This data shall be accessible through Business Objects or a functional
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equivalent tool for reporting on Project- Performance and determining their Project
effectiveness.

3.1.1 Proposed Schedule

Upon the award of this Contract, the State will issue Task Orders as set forth in Exhibit 3.The
Contractor shall supply a plan to complete Task Orders required in Exhibit 3 to be approved by the
State Contract Manager. Starting immediately after the Contract is awarded, the Contractor and the
State Contract Manager, or his designee, will hold weekly status meetings via conference call. The
Contractor shall provide a detailed update on the Project’s status and all outstanding issues
currently being addressed by the Contractor. At the conclusion of each weekly status meeting, the
Contractor shall prioritize the list of issues at the direction of the State Contract Manager.

Additionally, the Contractor shall be responsible for submitting weekly Project progress reports to
the State Contract Manager. These progress reports must contain all important Project activities for
the previous week, and outline goals for the following month. If necessary, revisions and updates
to active Project plans will be communicated with this status report.

3.1.2 Contractor Staffing

The Contractor shall be responsible for staffing all positions under the Contract. These positions
shall be filled by a variety of staff from the categories listed below. See Exhibit 1.

While the Contractor shall be responsible for recommending the final staff to fill positions under
the Contract, the State shall be provided the opportunity to review the recommended staff resumes
after Contract award. If the State informs the Contractor that it is not satisfied with the
recommended employee or the performance of any employee on the Contractor’s staff at any time,
Contractor shall replace the individual with an equally or better qualified employee as quickly as
possible, working with the State to effect a satisfactory transition. The Contractor shall not
substitute or replace staff assigned to the Contract without prior approval of the State.

The Contractor shall provide staff for the positions shown in the following table:

Labor Category

Senior Project Director Il

Senior Project Director |

Senior Technologist

Infrastructure Architect

Project Manager

Team Lead

Security Specialist

Senior Business Systems Consultant

Sr. Systems Programmer

Network Engineer

Database Administrator

System Administrator
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Systems Programmer

Analyst/Programmer

Storage Engineer

Help Desk Manager

Application Developer Il

Documentation Specialist

Operational Support Technician 11l

Application Operator Il

Help Desk 11

Help Desk |

Project Administrator

Operational Support Technician 1l

CDBG Regulatory Specialist

Accountant

The functional responsibilities and the minimum criterion for education and experience for State
approval to fill these positions under the Contract are described in the labor category descriptions,
attached hereto as Exhibit 2.

The actual staff hours assigned to the Project during any given week will vary. All staff hours
must be approved by the State Contract Manager and will depend on the assistance required and
the Project components being addressed.

3.1.3 Contractor Logistics

The Contractor shall perform a majority of the work on-site at the State’s offices in Trenton, NJ.
Some of the work may be performed at the Contractor’s site. The Contractor shall be available to
provide on-site support, as requested by the State Contract Manager or his designee. Schedules for
on-site support shall be developed by the Contractor and will be approved by the State Contract
Manager. Prior to performing on-site work, the Contractor shall be responsible for submitting all
logistics requests regarding the on-site visit, including but not limited to office space, desks,
telephones, network connections, parking, and phones to the State Contract Manager for approval.
The Contractor shall be responsible for providing both on-site and remote logistics planning..

3.1.4 Role of State Technical Staff and Knowledge Transfer

The State will provide all technical staff resources necessary to satisfy the State’s responsibilities
throughout the duration of the Contract.

The State’s technical staff resources will provide knowledge specific to the technical architecture
required to support new or enhanced system components. The State will make the following key
technical staff available as needed to satisfy the requirements of the Project:

e State Contract Manager: The State Contract Manager will be the primary point of contact
for all communications between the State and the Contractor, and will be responsible for
coordinating with the Contractor to conduct weekly status meetings and determine the
priority of items to be addressed by the Contractor throughout the duration of the Contract.
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e Business Subject Matter Expert (“SME”): The SME will work closely with both the
Contractor’s Project Manager, and the State Contract Manger, and will participate in joint
application design sessions to define functional requirements for any new or enhanced
system components developed under this Contract. The SME will also support user
acceptance testing of any new or enhanced system components developed under this
Contract.

3.2 FUNCTIONAL REQUIREMENTS

3.2.1 Business Objective

The business objective of this Contract is to provide support and assist with the implementation of
the Action Plan, so as to deliver disaster recovery services in a flexible, scalable, and efficient
manner. The System will provide management and oversight capacity to the State of the programs
being implemented by other State Contractors and State Departments. The System shall provide a
full 1T shared services platform including data services and operating environment with
application development, technical and business process support including rapid system and
application design, implementation, management, business processes, technical processes, and
support (i.e. fiscal and IT), training, maintenance, remediation of issues, consulting, software
development, and other professional services as directed by the State Contract Manager for the
System.

3.2.2 Stakeholders
The primary stakeholders of the proposed Contract include:

» State of New Jersey (including DCA): The State will benefit from the development,
support and maintenance of this System and as it assists in the recovery from Superstorm
Sandy. The System maintained or enhanced under the Contract will support the State’s
business processes and ensure timely delivery of services to the general public.

» New Jersey Citizens and Businesses: The System will provide a means of determining
eligibility and providing assistance to the citizens and businesses of the State affected by
Superstorm Sandy.

3.2.3 Project Components
3.23.1.  Cloud Computing Business Process Management (“BPM”) System

3.2.3.1.1. The Contractor shall stand-up a full IT shared services platform including
professional services and IT operating environment with application development,
technical and business process support. Services shall include rapid system and
application design, development, and deployment, implementation, management,
business processes, and support for fiscal and IT processes training, maintenance,
remediation of issues, consulting, software development, issue management, and
other professional services as directed by the State Contract Manager for the
System. Contractor shall provide a gap solution to capture data and support
12



operations from inception to the point when the IT shared services is in operational
format. Data shall be captured in an easily transferable format and shall comply
with all applicable regulatory and reporting requirements contained in this RFQ, as
directed by the State Contract Manager, or otherwise required by State or federal
statutes or regulations.

3.2.3.1.2. The Contractor shall deliver a BPM system.

1. The BPM system shall including all of the following components:

a.

J-

A process management engine designed to drive the progression of work in
structured or unstructured processes or cases;

A graphical model-based environment for designing processes and supporting
activities;

Capabilities to manage business rules to ensure regulatory and program
compliance;

Content management capabilities to store files such as PDF documents and
images in compliance with the record retention requirements established in
3.4.9 of this RFQ;

Internet-based interaction portals that allow staff and grantees to interact with
the processes they are involved on;

Ability to link processes to the resources they control such as proposals, grant
activities, grantees and fund disbursements;

Active analytics engine for monitoring performance in areas such as processes,
resources, grant activities and fund balances;

Reporting to provide decision support for program stakeholders;

Exportable data in common formats for ETL processes and advanced analytics;
and;

Management and administration.

2. The Contractor’s chosen technologies shall use industry standard techniques to
exchange data between other data systems.

As part of the Contract, the Contractor shall be responsible for developing,
maintaining and improving the interfaces to the following:

Accounts Receivable Cash Receipts Accounting System interface;
New Jersey Comprehensive Financial System (“NJCFS”);

HUD Disaster Recovery Grant Reporting system (“DRGR”);
New Jersey Economic Development Authority (“NJEDA”) ;

New Jersey Housing Mortgage and Finance Authority (“NJMHMFA”);
13



e New Jersey Department of Environmental Protection (“NJDEP”);
e System For Administering Grants Electronically (“SAGE”); and
e Other State Contractors/Departments enumerated in the Action Plan.

Those interfaces may include databases such as SQL or Oracle or the functional
equivalent to be approved in advance by the State Contract Manager.

The Contractor’s chosen technologies shall have automated email notification
capabilities as part of the business processes.

The Contractor’s chosen technologies shall have the capability to store the version
history of documents loaded to the System.

The Contractor’s chosen technologies shall have an access control system that
utilizes roles to control access to fields, pages, and documents.

The Contractor’s chosen technologies shall feed data to a public facing website(s),
transparency websites, internal and external dashboards.

The Contractor’s chosen technologies shall store data in a format similar to the
State’s existing systems.

Contractor shall provide a pre-configured helpdesk system for tracking issues
involving BPM system end-user issues to be resolved by helpdesk staff. This
solution will be web-based and allow end-users to track and be notified via email,
updates and resolution of submitted issues. End-users and the helpdesk shall be
able to create issues via the web-based interface.

The Contractor shall also maintain an IT service desk and incident management
process, compliant with Infrastructure Technology Information Library (“ITIL”)
standards. Service desk functions include registration, resolution, trend and root
cause analysis, and problem management. There shall be monitoring and escalation
procedures based on levels set in Section 3.2.3.4.14 that allow classification and
prioritization of any reported issue as an incident, service request or information
request. Requests shall be accepted by phone, email, or online web submission.

End-user satisfaction with the quality of the service desk and other IT services shall
be measured and reported to the State Contract Manager at least twice each year.
This report shall be a Contract deliverable. The report shall measure actual
performance against expected services level as set forth in the Service Metrics
Table found in Section 3.2.3.4.14 in this RFQ.

The service desk shall be staffed appropriately for agreed upon service levels and
for the amount of user support projected to be required for existing systems. The
service desk expects 150-180 tickets per day. The Contractor shall be able to scale
service desk staff during critical outages, and just after planned system upgrades or
maintenance.

Contractor shall train the service desk staff to understand the business functions
provided by the System and the business processes that they support. As support
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10.

3.2.3.2

3.2.3.2.1.

3.2.3.2.2.

3.2.3.2.3.

3.2.3.2.4.

3.2.3.25

requests come from different parties, and some issues may be passed to
subcontractors or to other State Contractors or Departments, the Contractor shall
document the support process in detail. The documentation shall indicate process
flow, interface points, and interaction between the various groups involved in user
support, incident management, and issue resolution.

Contractor shall provide a system for tracking issues identified by the State for
resolution by the Contractor. This solution shall be web-based and allow the State
to track and be notified via email of updates, and resolution of submitted issues.
The State and the Contractor shall be able to create issues via the web-based
interface. This will provide a centralized system to manage changes, issues,
development and implementation issues, quality control, user acceptance, and other
trackable issues as referenced throughout this RFQ. The System shall organize the
issues by category, (i.e. hardware, software, application errors, issue logs,
functional flaws, etc.) to allow the Contractor and the State Contract Manager to
efficiently prioritize and monitor issue resolution.

IT Infrastructure
The Contractor shall conduct the following actions:

Provide a cloud-based system that is accessible through internet-based web
browsers.

Procure, build, manage and operate such hardware, software, licensing, and
network(s) capacity not available in the State’s existing enterprise technology
platform and is essential to support the program operations. At the time the
Contract ends or is terminated, all items purchased shall be turned over to the State
in the manner agreed to in the closeout plan that will be submitted and approved by
the State Contract Manager. All licenses shall be purchased in such a manner that
they may be transferred to the State at the time the Contract ends or is terminated.

Create an infrastructure for collaboration space and file management of critical
documents.

Establish, manage and maintain the following images of the database:

Production

Development

Quiality Assurance/Testing
Reporting

The IT Infrastructure shall perform at service levels as set forth in the Service
Metrics Table found in Section 3.2.3.4.14 in this RFQ.
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3.2.3.3

3.2.3.3.1

3.2.3.3.2.

3.2.3.3.3.

3.2.3.3.4.

Data Warehouse Environment
The Contractor shall conduct the following actions:

Create and manage a data repository that is compatible with the State’s enterprise
data warehouse environment and structure that shall receive data from multiple
programmatic systems as well as the prime BPM system referenced in Section
3.2.3.1. It shall be capable of merging financial tracking with program specific
applicant and performance data.

Provide Business Objects Cognos or the functional equivalent, as the main
reporting tool for the end-users, unless otherwise directed by the State Contract
Manager. No end-users shall have direct access to the Data Warehouse. Selected
third parties shall have access only to specific staging tables as directed by the State
Contract Manager. A reporting database shall be refreshed nightly with extracts
from many different production data sources.

Utilize a business intelligence tool such as SAP Business Objects, Cognos or the
functional equivalent to create standard reports and provide the ability for ad hoc
queries and reporting as approved by the State Contract Manager.

The State has a formal information architecture that guides all information system
initiatives that shall be followed by the Contractor as applicable and directed by the
State Contract Manager. The State Contract Manager shall serve as the interface
between the Contractor and will be responsible for coordinating the work between
the Contractor and the State Office of Information Technology (“NJOIT”) where
required throughout the Contract. State IT Architecture can be found at:

http://www.nj.gov/it/ps/Shared IT Architecture.pdf

The State requires a model-driven development approach for new development that
is based upon the State’s enterprise reference data model as well as subject-area
logical data models (data at rest). For Commercial Off the Shelf (“COTS”)
software packages, the State requires that the Contractor shall provide documented
mappings of the COTS data model to the existing entities in the State’s enterprise
reference data model and subject-area logical data models. The Contractor shall
coordinate these efforts with the State’s Office of Enterprise Data Services
(“OEDS”).

The State has adopted the Extensible Markup Language (“XML”) as the standard
for exchanging data (data in motion) with external partners (non-State systems).
Where they exist, overarching government and industry exchange schemas such as
the National Information Exchange Model (“NIEM”) shall be used to define XML
elements.

The State has an enterprise service bus (“ESB”) that serves as the transport
mechanism for real-time web service-based exchange of operational data at the
individual record level. The data objects in this exchange are defined by the State’s
enterprise reference data model and subject-area logical data models as appropriate.
The Contractor shall be required to use the ESB between its system and other
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systems that are using the ESB or can use the ESB. Whether using the ESB or not,
the Contractor shall be required to use web-services-based functionality to enable
real-time exchange of record-level data. The Contractor shall be required to
coordinate these efforts with the State’s Office of Architecture, Standards &
Enterprise Technologies (“OAS&ET”).

The State has a mature and robust geospatial data management capability and
geospatial information system (GIS). Where address-cleansing, geo-coding, and
geospatial functionality are needed, including but not limited to mapping, routing,
and analytics, the Contractor shall be required to make use of the State’s existing
geospatial data and functionality. The Contractor, in designing the System shall
provide any additional System required GIS services and analyses required to meet
requirements of this RFQ and coordinate all such efforts with the State’s Office of
Geographic Information Systems (“OGIS”).

The State has a mature enterprise data warehousing environment that is based upon
a hub-and-spokes model, with a fairly normalized data warehouse hub supplying
data to multiple physical and virtual data marts using conformed dimensions. The
data warehouse hub is the State’s interface mechanism for system-to-system batch
data transfers.

1. Where batch data from other State systems is required by the Contractor’s
system for operational functionality, that data shall be routed through the
enterprise data warehouse staging area by Contractor through an interface
established by Contractor and approved by the State Contract Manager.
Independent feeds of operational data from individual source systems are
not permitted.

2. Where there is a need to combine data from the System with data from other
systems, the Contractor shall create data integration where it does not exist
and supply data to the enterprise data warehouse where that integration will
occur. The System data stored in the System data warehouse will be
required to be batch downloaded nightly into the State Data warehouse.
This data will be integrated into a Sandy data warehouse established and
maintained by the State (NJOIT). The interface and download process shall
be created and maintained by the Contractor as well as the download system
as approved by the State Contract Manager.

3. Independent data warehouse silos based upon a transactional system shall
not be permitted. The Contractor shall be required to supply data from the
System to the enterprise data warehouse on a nightly basis to support other
State analytical needs.

The Contractor shall be required to coordinate these efforts with OEDS.

The State has a reference data program that provides controlled reference data sets
governed by identified data stewards from the State’s Reference Data Store
(“RDS”). Any reference data required by the Contractor shall be sourced from the
RDS. If the data is not yet available in the RDS, it shall first need to be brought
into the RDS through an interface and system created and maintained by the
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3.2.34

3.2.3.4.1.

3.2.3.4.2.

3.2.34.3.

Contractor and approved by the State Contract Manager. The Contractor shall
identify such need(s) to the State Contract Manager when designing the work to be
performed in each Task Order and the work will be approved by the State Contract
Manager. Independent feeds of reference data from individual source systems are
not permitted. The Contractor shall be required to coordinate these efforts with
OEDS.

The State has an evolving master data management (“MDM?”) program that
manages multiple master data entities such as Business, Address, Employee, and
Patient. Where MDM is in place for an entity, the Contractor shall incorporate it
into its solution. As new MDM entities are made available, the Contractor shall
incorporate them into the solution. The Contractor can request new entities to be
included in the State’s MDM program. The Contractor shall be required to
coordinate these efforts with OEDS.

Professional Services

The Contractor shall have the capacity to provide professional services for Project
management, business and technical requirements analysis and documentation,
software development or configuration of the business process management system,
testing, system maintenance, and training.

Contractor shall develop and maintain a Project plan that details, specific tasks,
milestone dates and deliverables.

Contractor shall develop procedures and systems in place to track level of effort
(“LOE”) and costs down to the task order and work order/change request level.

The Contractor shall bear primary responsibility for the change control and
configuration management processes for the System. This responsibility includes,
but is not limited to creating and maintaining interfaces and data collection
requirements with software controlled by the Contractor either directly or through
subcontractors, software controlled by other State Contractors or State Departments
through their contracts with the State, hardware and network configuration, server
configuration, and operating system configuration on the servers used to deliver the
systems to end-users. End users, (other State Contractors and/or State Departments)
are responsible for their software systems, but the Contractor shall ensure that
adequate interfaces are established with their software system to guarantee that the
data required to be collected and maintained in the System is collected and the
operations to be performed by the System are performed in this RFQ.

The Contractor shall maintain and utilize a formal change request process to
manage all changes to software and hardware environments. The Contractor shall
provide a structured change request (“CR”) process with appropriate forms
employing a tracking and workflow tool. The Contractor shall establish a CR
tracking tool that shall be utilized by the Contractor and the State to manage the CR
process.

The Contractor shall present the CR to a State Contract Manager for review and
approval (or rejection) for preliminary analysis. It is then assigned to an analyst,
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3.2.3.4.4.

3.2.34.5.

3.2.3.4.6.

3.2.3.4.7.

3.2.3.4.8.

3.2.3.4.9.
3.2.3.4.10.

who estimates the LOE and total cost; analyzes any downstream impacts on
software, servers, reporting and documentation, or other cost components; prepares
design documents; and assembles any additional information the State Contract
Manager needs to evaluate the request. The State Contract Manager will determine
whether the CR is in accordance with policy and priorities, whether the cost and
other impacts are justified by the desired outcome, and approves (or rejects) the CR
for implementation. A target deployment date is established, and tracking continues
until the CR is completed or canceled.

Design documents shall be stored with each CR that requires changes to the
supported production applications. These CRs do not rise to a level of a change
order.

Contractor shall submit weekly progress reports at the request of the State.

Contractor shall provide the services of experienced Senior Business Systems
Consultants skilled in the full range of facilitation techniques to assist the State in
identifying and documenting business requirements. Contractor shall also validate
that functional requirements of the System comply with CDBG-DR and State rules
and policies.

Contractor shall, where feasible, utilize system designs, workflows, and technology
from previous CDBG-DR programs that align with requirements for the State’s
CDBG-DR 2013 program.

Contractor shall design the System to comply with CDBG-DR, State financial
practices, government accounting standards, and program requirements. The
Contractor shall install adequate financial, program, and management controls to
ensure system security, integrity, accuracy, accountability, and confidentiality of the
data to be processed, stored, and reported. The Contractor shall validate that the
System adheres to those principles. This shall include the ability to report on
fairness of the presentation of Contractor management's description of the System
and the suitability and effectiveness of the design and operation of controls to
achieve the objectives of this paragraph and the RFQ. These reports shall also
provide the State Contract Manager with the information to ascertain program and
Action Plan progress, funding and financial information, and projections for
managing the program and complying with CDBG-DR requirements and
regulations.

Contractor shall work with the State to develop a standard schema and methodology
for data exchange that can be used across all programs. This standard schema and
methodology shall be used to interface systems to be developed for specific
programs such as the RREM and SSHIP programs, and other projects in the State’s
approved Action Plan, which may be amended from time to time. The Contractor
shall provide detailed specifications and support other Contractors utilizing this
standard schema and methodology for data exchange.

Contractor staff shall perform data entry during initial roll out phases.
Contractor shall outline a plan for ongoing system support. This plan shall include
a long term staffing plan. Ongoing system support shall include but is not limited

19



3.2.3.4.11.

3.2.3.4.12.

3.2.3.4.13.

3.2.3.4.14.

to reconfiguration of existing business processes, duplication, and minor
modification of existing business processes, configuration of screens, fields, reports,
email notification, security model. Approved modifications to the Action Plan and
subsequent system modifications shall be included in ongoing System support.

Contractor shall outline a plan for and provide software upgrades to the core
platform. This plan shall include notifications to management and end-users and
shall define a policy that such upgrades shall not occur during core business hours
(M-F) (7 AM-6 PM).

Contractor shall provide standardized reports and ad hoc reporting capabilities and
data analytics.

Contractor shall create user documentation and provide training as needed to State
staff and other State Contractors and/or Departments.

The Contractor shall benchmark IT performance. The Contractor shall work with
the State to effectively address the tradeoffs between economy and improved
performance. Performance management activities to be addressed in the plan shall
include, at a minimum, the following:

e Benchmarking; and
e Performance Monitoring.

At a minimum the Performance Management Plan shall meet the Service Metrics
and Expected Service Levels set forth in this table:

Service Metrics Expected Service Level

Environment Metrics

Infrastructure Uptime

99.5%

Applications Uptime

99.5%

Help Desk Response

Response to Tier 1 Issues

Target Status Update: 1 hour
Target Resolution or Workaround: 95% of
issues within 24 hours

the

Response to Tier 2 Issues

Target Status Update: 2 hours
Target Resolution or Workaround: 95% of
issues within 48 hours

the

Reporting Requests - Response

Critical Request

1 Business days

High Request

3 Business days

Medium Request

5 Business days

Low Request

10 Business days

Software Maintenance requests(MR) - Response

Critical MR — Conduct Analysis and Provide Level of effort

2 Business days

High MR — Conduct Analysis and Provide Level of effort

3 Business days

Medium MR — Conduct Analysis and Provide Level of effort

5 Business days

Low MR — Conduct Analysis and Provide Level of effort

10 Business days

System change/configuration requests(CR) - Response

Critical CR — Conduct Analysis and Provide Level of effort

2 Business days

High CR — Conduct Analysis and Provide Level of effort

3 Business days

Medium CR — Conduct Analysis and Provide Level of effort

5 Business days

Low CR — Conduct Analysis and Provide Level of effort

10 Business days
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3.2.35

3.2.35.1.

3.2.35.2.

3.2.3.5.3.

3.2.3.54.

3.2.3.6

3.2.3.6.1.

3.2.3.6.2.

3.2.3.6.3.

3.2.3.6.4.

IT Practices, Data Security, and Integrity

Contractor shall design the System to comply with Federal and New Jersey laws in
regards to IT Systems including N.J.S.A 56:8-161 through N.J.S.A 56:8-166
regarding Personally Identifiable Information (“PII”).

Contractor shall use industry standard best practices for data integrity including
regular backups, off site disaster recovery functionality and redundant systems.

Contractor shall use industry standard best practices for encryption techniques like
use of Secure Sockets Layer (“SSL”)\Transport Layer Security(“TLS”) protocol for
transmittal of data through the internet.

Contractor shall use industry standard best practices for operation of data centers
like use of access controls, N+1capacity (100% capacity) for (Heating, Ventilation,
Air Conditioning (“HVAC”), electrical, Uniterruptible Power Supply (“UPS”) and
generator facilities and dual instances for services like power and internet
connectivity.

Functional Requirements

Contractor shall provide experienced business analysts skilled in the full range of
facilitation techniques to assist the State in identifying and documenting business
requirements to assist the State in developing functional and technical requirements
for the BPM system and other applications supporting the State CDBG-DR
Program. Requirements shall be documented, actionable, measurable, testable,
traceable, related to identified business needs or opportunities, and defined to a
level of detail sufficient for system design.

Contractor shall provide timely response to on-going program requirements on
short notice and rapid solutions development adhering to established processes and
standards.

Contractor shall implement the business and technical requirements utilizing their
Business Process Management system approved by the State Contract Manager.

Contractor shall work with the State to create business and technical requirements
and implement capabilities for resource tracking of:

Contractors and State Departments’ grantees;
Grant Budgets;

Program Staff;

Administrative budgets;

Subcontractor Agreements; and
Administrative projects.
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3.2.3.6.5.

3.2.3.6.6.

3.2.3.6.7.

3.2.3.6.8.

3.2.3.6.9.

Contractor shall work with the State to create business and technical requirements
and implement capabilities for tracking of processes such as:

e Grant application submittal, processing, approval and amendments;

e Request for Payment submission, approval and disbursements;

e Financial auditing systems shall have processes and controls that allow for the
validation of financial transactions and ensure the integrity of the transactions
and the underlying data and documentation; and,

e Monitoring and compliance — the System shall possess the ability to provide
reporting on compliance of activities with CDBG-DR program regulations.

Contractor shall work with the State to create business and technical requirements
and implement capabilities that allow for the exchange of data in the following
programs areas listed in the Action Plan:

Homeowner Housing;

Rental Housing;

Economic Revitalization;

Support for Governmental Entities;
Supportive Services Programs;

Planning, Oversight and Monitoring; and
Other components of the Action Plan.

The System capabilities shall insure that the data exchanged between these
programs and the System include the information required by the DRGR for
regulatory and reporting compliance, to allow for the processing of draw requests
and supporting documentation, applicant information, State program requirements,
the Action Plan, and program management data. The data accepted by the System
shall conform to the requirements of Section 3.2.3.4.7 of this RFQ.

Contractor shall work with the State to modify business and technical requirements,
implementation capabilities, and change system requirements based on the Action
Plan.

The Contractor shall make minor modifications that are expected to occur based on
the State’s changing business needs. Examples include minor updates to the
application code such as adding fields, editing and other minor adjustments. These
changes would only be required based on existing functionality where a
modification is critical and directly related to core business processes or are a result
of a modification needed immediately. Examples could be, but are not limited to,
minor modification to software and database to accommodate business functionality
for incoming programs/initiatives and to address any unanticipated State/federal
mandates that result in minor software modifications. These modifications do not
rise to the level of a change order.

The Contractor shall make minor adjustments that are expected to be made to the
applications based on feedback provided through the course of system use and
become necessary as a result of more sophisticated use and knowledge of the
State’s support systems, examples could be, but are not limited to, additional
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3.2.3.6.10.

3.2.3.6.11.

3.2.3.6.12.

information or reports, modified internal/external reporting capabilities, and data
validation changes and performance tuning of various applications. Minor
modifications described in Section 3.2.3.6.10 and/or minor adjustments to a system
design document or JAD document described in this Section 3.2.3.6.11 shall be
documented but do not rise to a level of a change request.

The State expects to undergo implementation phases related to core software
component upgrades and hardware components. Contractor support shall maintain
System availability and functionality through any upgrade efforts.

The Contractor shall provide training and knowledge transfer services to State staff
in order for State staff to continue to provide system administration, database
administration, and in house development of other systems related to the
remediation of deficiencies found, minor modifications, minor adjustments, core
software upgrades, and performance upgrades. The Contractor shall provide this
support to the State on an as needed basis.

The Contractor shall store all data within the United States and provide the State
with a copy all data monthly.

3.3  TASKS AND DELIVERABLES

3.3.1 Project Initiation

The Contractor shall initiate this Project upon Contract award and acceptance.

3.3.2 Project Management

The Contractor shall facilitate conference calls and site meetings with the State on a periodic basis.
Site meetings include the weekly meetings for which the Contractor shall prepare detailed agendas
and disseminate meeting minutes as appropriate.

The Contractor shall prepare a progress report and conduct weekly status meetings with the State.

The following

agenda shall be covered in the meetings:

Status of high-priority items (to be determined by the State Contract Manager);

Discussion of open questions or issues;

Discussion of potential risks;

The State Contract Manager and Contractor will work together to define the scope of any

request;

e Contractor’s Project Manager shall provide the State with the request document containing
finalized scope, estimated hours, and the schedule; and,

e The State Contract Manager will review, prioritize Project priorities, and approve the
request document. All Contract change orders have to be approved by the Director.

Contractor’s Project Manager shall be responsible for providing progress updates against the in-
progress requests during the weekly meeting as well as in the weekly progress report to the State.
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3.3.3 PROJECT COMPONENT MANAGEMENT PROCESS AND COSTS

Cost Management: Project component requests/staffing utilization: The following assumptions will
guide the State and Contractor in appropriate allocation of these resources:

1. Resources under the Contract shall be deployed based on the priorities the State established
concerning the Project Components noted in Section 3.2.3.

a. The Contractor Project Manager shall work with the State Contract Manager to discuss
current allocation of staff based on support requests across the Project Components
noted in Section 3.2.3.

b. For requests other than daily support and telephone support (which are routine in
nature and are user based queries and help requests) the State and Contractor will
document the staffing plan expectations in a manner that will help both the State and
Contractor maximize the efficient use of resources under the Contract and ensure that
the Project Components as prioritized by State Contract Manager are completed during
the term of the Contract. The Contractor’s Project Manager is responsible for seeing
that they are accomplished on schedule and within budget during the Contract during
its term. The Contractor shall be responsible for establishing and maintaining Project
Components tracking that shall be accessible by the State and will be used by the State
Contract Manager to prioritize Project Components.

2. After discussion and agreement with the State Contract Manager, the Contractor’s Project
Manager shall direct the Contractor’s support team as to the specific work to be completed
and shall prioritize the work and tasks assigned to the support team based on the specific
Project components to be undertaken. The State Contract Manager will maintain and
provide Contractor with an on-going prioritized list of production support requests for
Contractor’s support team to address without direct State approval, so that that the support
team has a running list of Project component work.

3. Invoice/Cost Management: See, Section 3.3.3., 5.15, 5.19 and 6.2.

4. On-Site Support: Schedules for on-site support will be agreed to between Contractor and
the State Contract Manager.

5. The State Contract Manager: The State will designate a State Contract Manager for Project
Components funded through the Contract.

6. The State Contract Manager will review and approve all hardware and software acquisition,
installation, configuration, maintenance and performance of the network, server(s), and
workstations. Contractor shall be responsible for acquiring all hardware and software
acquisition, installation, configuration, and performance of the network, server(s), and
workstations.

7. The State has responsibility for providing reasonably necessary space and equipment (e.g.,

meeting rooms, computer projection units, computers, printers, flip charts, whiteboards,
etc.) for all tasks occurring in the State's offices.
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3.3.4 Quality Management

The Contractor shall be responsible for the professional quality, technical accuracy, and timely
completion of activities to be executed under the contract and shall maintain quality assurance logs
and submit same to the State Contract Manager for review and approval.

3.3.5 Documentation

Throughout the duration of the Contract, the Contractor shall be responsible for providing the
following documentation:

» Weekly Progress Reports: Weekly progress reports shall be submitted to the State
Contract Manager to review Project activities for the previous week, and outline
accomplishments and tasks planned for the following week. If necessary, revisions and
updates to any active Project plans shall be communicated with this status report.

» Documentation: The Contractor shall provide design documentation for the System in
advance to be reviewed and approved by State Contract Manager.

3.3.6 Training

Contractor shall provide the State a training plan to be approved by the State Contract Manager
that shall include each of the following items:

1.

agblrwn

S

10.
11.

12.

13.

14.

Describes the types of training that shall be conducted (e.g. system admin, end user,
etc.), the projected number of people to be trained and their job function;

Develop all curricula and prepare all training materials;

Create/maintain a training database on which to conduct classes;

Provide online tutorials and/or help screens;

Define whether training will be conducted in classrooms, via the web, or a
combination;

Provide Train-the-Trainer sessions;

Provide a training schedule and coordinate scheduling of classes, trainers, and
attendees;

Define what Contractor and/or State staff will be needed to perform the training;

Track and assess ongoing training in order to make improvements;

Develop and implement evaluation and attendance tools;

Develop metrics and evaluation materials to ensure proficiency of the staff being
trained; and,

State the approximate number of people that will be trained and the level of training
required.

Train 100 DCA employees and 50 employees of other State Contractors and
Departments in groups not to exceed 25 persons per session.

Training will be focused on State Trainers, super users and administrative personnel
who will be responsible for training their end users.

3.3.7 System Testing

The Contractor shall be responsible for development of a plan to conduct System testing in the
hosted environment which will be approved by the State Contract Manager. The Contractor shall
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provide support for user acceptance testing efforts, which will be approved by the State Contract
Manager.

3.3.8 User Acceptance

The Contractor shall be required to support user acceptance testing efforts on any new or enhanced
software components developed under this Contract as approved by the State Contract Manager.
User acceptance testing shall validate the software delivered by the Contractor satisfies the
requirements agreed upon by the State and the Contractor. In order for final acceptance from the
State, the code shall be free of critical errors and limiting software defects and approved by the
State Contract Manager. Standards pertaining to error repair found in Section 3.2.3.14 (System
change/configuration requests (CR) — Response) shall apply.

It is critical that all issues discovered during testing receive timely attention; therefore, the State
and the Contractor shall use a pre-established process to record and track errors. The State
acceptance testers will follow certain guidelines in logging issues with the State using the tracking
system referenced in this RFQ. Both the Contractor and the State will monitor the issue-tracking
queue on a daily basis to respond to new issues logged or changes in status of existing issues.

3.3.9 Implementation

The Contractor shall be responsible for providing support to the State’s technical staff during the
implementation of any new or enhanced software components developed under the Contract.
Upon completion of the user acceptance testing, the Contractor shall be responsible for providing
the following deliverables to the State:

e Release Package, including:

Final builds for all software components developed;

Final data model revisions

Final database modification scripts;

Final scripts for Procedural Language(“PL”)/Standard Query Language(“SQL”) or
functional equivalents objects ;

Final scripts for supporting (reference) data

Final Release Notes; and

o Final Design Documentation Revisions.

0O O O O

o O

3.3.10 PROJECT CLOSEOUT

Upon conclusion of each task order, change order or component, the Contractor shall comply with
the Project completion criteria below:

The Contractor and the State shall conduct a Project closeout meeting, at which time the

Contractor shall submit to the State Contract Manager a concluding status report indicating that all
work and deliverables have been successfully completed according to the requirements defined.
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e Upon the State Contract Manager’s approval that all requirements contained in any formal,
mutually agreed Project have been satisfied, then all documentation developed for the
Project shall be turned over to the State at that time.

e The Contractor shall supply to the State forty (40) user licenses for all software for a period
of three (3) years after the expiration of the contract.

e The Contractor shall maintain the system in the cloud for three (3) years for use of the State
after the expiration of the contract.
3.3.11 Support and Maintenance

Support and maintenance of System and any upgrades shall be part of the maintenance duties that
are part of this Scope of Work.

34  TECHNICAL ENVIRONMENT

3.4.1 State Technology Requirements and Standards

The Contractor shall be subject to the same security and infrastructure review processes that are
required by NJOIT and its partner Departments. The Contractor shall submit relevant
documentation and participate in the System Architecture Review (“SAR”) process. Additional
information on this process can be found at: http://www.nj.gov/it/reviews/.

3.4.2 System Design

The SIROMS is a web-based portal hosted by the Contractor and shall not be hosted on the any
State infrastructure. All System and application related documentation including infrastructure
and architecture details shall be provided to the State and available to the State in a web-based
document/specification library accessible only to State authorized users.

3.4.3 Hosting and Backup Services

The Contractor shall host the System in Contractor’s cloud and not only secure the physical
application infrastructure utilizing the above mentioned security requirements, but also control and
secure physical access to the application hosting facilities, the racks supporting network
infrastructure and processing server equipment, web, application and database servers.

Using a process approved by the State Contract Manager, the Contractor shall download and back
up the State’s data in the State data warehouse nightly or as otherwise approved by the State
Contract Manager.

The Contractor shall provide a copy of the State’s stored data stored within the Contractor

provided State System. Stored data shall be supplied in Sequel Server database, unless otherwise
directed by the State Contract Manager.
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3.4.4 Extranet Plan

The communication links between the State and the Contractor can be through a MPLS cloud
(preferred) or IPSEC tunnel over the internet based upon the connectivity requirements and cost
constraints.

The Contractor shall provide and maintain two (2) extranet communication links into the State.
One of these links will be active and one will be a "hot" spare. These links shall terminate as
follows:

e Link 1 — Ethernet speed or greater communication circuit shall be established from the
Contractor's data or communication center to the State’s Primary Data Center at OIT Hub, 1
Schwarzkopf Drive, West Trenton, NJ to operate as the primary data path. This data circuit
shall provide the primary path and shall terminate on the State side into the Contractor-owned
and maintained equipment, which in turn would provide an Ethernet connection to the State’s
extranet partner access point at OIT Hub (firewall).

e Link 2 — Ethernet speed or greater communication circuit shall be established from the
Contractor's data or telecommunication center to the State’s SAC Data Center - River Road PO
Box 7068 W. Trenton, NJ 08628 to operate as the secondary data path. This data circuit will
provide a secondary backup path and shall terminate on the State side into the Contractor-
owned and maintained equipment, which in turn would provide an Ethernet connection to the
State’s extranet access point at SAC (firewall).

Contractor

State of NJ :
Primary Primary

State of NJ Contractor

Secondary Secondary

Once the communication links are established and testing is completed, the OIT Hub will be the
primary link to the Contractor.

The Contractor shall work with the sponsoring agency and OIT to establish an Extranet Partner
relationship. This would require completion of an Extranet Partner agreement and supporting
documentation; reference the State of New Jersey’s extranet policy 09-11-NJOIT
(http://nj.gov/it/ps/security). In addition, the Contractor shall work with OIT network group to
establish the appropriate routing protocols based on the system requirements and OIT security
group to establish appropriate firewall rule sets to accomplish necessary business data flow.

| Extranet Policy | http://www.state.nj.us/it/ps/09-11-NJOIT%20Extranet%20Policy.pdf
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Extranet Procedure http://www.state.nj.us/it/ps/09-11-P1-NJOIT%20Extranet%20Procedure.pdf
Extranet Procedure http://www.state.nj.us/it/ps/09-11-P1-

Appendix A - GSN NJOIT_0110%20GSN%20Extranet%20Application%20Form_Appendix_A.pdf
Extranet Application

Form

Extranet Procedure http://www.state.nj.us/it/ps/09-11-P1-NJOIT Extranet MOU_Appendix_B.dot
Appendix B - GSN

Extranet MOU

Extranet Procedure http://www.state.nj.us/it/ps/09-11-P1-

Appendix C - GSN NJOIT_145 GSN_Extranet Operational_Form_Appendix_C.pdf

Extranet Operational

Form

The communication links can connect to a MPLS cloud or IPSEC tunnel over the internet based
upon the connectivity requirements and cost constraints. Once the communication links are
established and testing is completed, the OIT Hub will be the primary link to the Contractor.

3.4.5 Transmission of Files

The State supports multiple methods for data transfers internally within the Garden State Network
or external to an extranet or business partner. The transmission of all files between the Contractor
and the State system shall be transferred securely using the State file transfer methodology. The
State will work with the Contractor in the implementation of the file transfer process. The secure
file transfer shall meet the State and federal security guidelines and standards.

The State provides both asynchronous and synchronous file transfer methodologies.
Synchronous:

1. Connect: Direct Secure ++ is a supported option for file exchange with the State IBM
mainframe.

2. FTPS over SSL (Explicit — port 21) is a supported option for file exchange for connections
originating from the State IBM Mainframe. Shall support RFC2228.

3. SFTP (FTP over SSHv2 or greater) is a supported option for file exchange with State
distributed servers (non-IBM Mainframe).

Asynchronous:

1. The State of New Jersey’s DataMotion is a supported option for non-automated or “ad-
hoc” file exchange with State of New Jersey. A client license is required.

2. The State of New Jersey’s DataMotion-DataBridge is a supported option for automated file
exchange with the State of New Jersey.

The Contractor shall be required to test the file transfer with the State system on all file transfers
prior to full implementation.

During the life of the Contract, the State may revise or change the file transfer method and/or
format for the transmission of files to accommodate real time processing, and use case specific
information and the Contractor shall be required to conform to all requirements.
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Reference:

NIST Special Publication 800-47 - Security Guide for Interconnecting Information Technology
Systems (http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf)

3.4.6 Web Site Development Standards

The branding, accessibility, and functionality of the SIROMS portal shall follow the guidelines
detailed in the NJOIT website standards and guidelines. http://www.state.nj.us/it/ps/web/index.html

3.4.7 Assessments/Plans
The Contractor shall provide a detailed system design document showing security plan, disaster

recovery plan, and contingency plan to be approved by the State Contract Manager within the
timeframe set forth in Exhibit 3. Logical and physical diagrams are required.

e SECURITY PLAN

The systems supporting State’s programs contain extremely sensitive data, including proprietary
workflow, policy, and evaluation information. The systems also house personal identifiers and
financial information for citizens who have applied to the programs being supported. The
Contractor shall be responsible for the security of all program information.

The Contractor shall provide and implement a security plan for the proposed solution to be
approved by the State Contract Manager within the timeframe set forth in Exhibit 3. The
document shall describe the administrative, physical, technical, and systems controls to be used by
the system and/or services. The Contractor's security plan shall, at a minimum, provide security
measures for the following areas:

Facilities Physical Security and Environmental Protection;
System Security;

System Data Security;

Network Security; and

Administrative and Personnel Security.

The security plan shall provide for review of the Contractor's operations and control system for the
proposed solution. The Contractor shall have the capability to detect and report attempted
unauthorized entries into the facility and system. All security requirements for the Contractor
apply to development, testing, production and backup systems.

In addition, in the security plan the Contractor shall identify, address, and/or define:

- Requlations and security requirements — how the Contractor shall address security
requirements such as Payment Card Industry (“PCI”), Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”}, Federal Information Security Management Act
(“FISMA”), etc.
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System, Administrative and Personnel Security - the security responsibilities of and
supervision required for information owned and/or operated by the Contractor.
Security responsibilities include responsibilities for administration of the infrastructure,
implementing or maintaining security and the protection of the confidentiality,
integrity, and availability of information systems or processes.

Workforce Security - the control process for hiring and terminating of Contractor’s
employees, and method used for granting and denying access to the Contractor’s
network, systems and applications. Identify and define audit controls when
employment of the employee terminates. Identify rules of behavior.

Role-based security access — the products and methods provides role-based security,
access enforcement and least privilege.

Account Management — the products and methods identify and control the account
types to meet defined regulation and security requirements.

Password Management — the appropriate password management controls to meet
defined regulation or security requirements.

Authentication/Authorization - The system shall be accessed by External users and
Internal State Agency Staff via an internet based web browser. The application security
shall be defined based on the role of the individual accessing the system. The user shall
log into the system using a single sign-on feature. The User ID’s and passwords are
maintained in the system. The application shall be able to control the privileges based
on the role and user’s credentials granted by the State.

Logging/Auditing controls — the Contractor’s audit control methods and requirements.
The controls shall address but are not limited to all user access and user identification
linked to any changes to the system and data, and provide an audit process that will
make all audit data accessible to State and federal audit staff. The audit trail of all
transactions shall track date, time, user, and end-user device that initiated the
transaction. The audit data shall be protected, non-repudiated, and restricted to
authorized staff. Audit records will be retained online for at least ninety days and
further preserved offline for the period of the Contract or required State and Federal
laws and regulations.

Incident Management — the methods for detecting, reporting, and responding to an
incident, vulnerabilities, and threats. The methods are tested and exercised.

Vulnerability/Security Assessment — the products and methods used for scanning for
vulnerabilities and remediation of the vulnerabilities. Identify and define methods used
for initiating and completing security assessments. All systems and applications shall
be subject to vulnerability assessment scans by an independent and accredited third
party on an annual basis.

Application Security — where the Contractor is providing application hosting or
development services, the Contractor at a minimum shall run application vulnerability
assessment scans during development and system testing. Vulnerabilities shall be
remediated prior to production release.
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Application Partitioning — where the Contractor is providing application hosting or
development services, the Contractor shall have a separate and unique (single tenant)
partition.

Anti-virus/malware controls — the products and methods for anti-virus and malware
controls that meet industry standards. It shall include policy statements that require
periodic anti-viral software checks of the system to preclude infections and set forth its
commitment to periodically upgrade its capability to maintain maximum effectiveness
against new strains of software viruses.

Network Security — where the Contractor has access to State confidential data, and that
data will traverse the Contractor’s network, the Contractor shall maintain the
Contractor’s network security to include, but not be limited to: network firewall
provisioning, intrusion detection and prevention, denial of service protection, annual
independent and accredited third party penetration testing, and maintain a hardware
inventory including name and network address. The Contractor shall maintain network
security that conforms to current standards set forth and maintained by the National
Institute of Standards and Technology (“NIST”), including those at:

Http://Web.Nvd.Nist.Gov/View/Ncp/Repository.

Database — the products and methods for safeguarding the database(s).

Data Integrity — the products and methods on the integrity of all stored data and the
electronic images, and the security of all files from unauthorized access. The
Contractor shall be able to provide reports on an as-needed basis on the access or
change for any file within the system.

Server and infrastructure — the products and methods for "hardening" of the hardware’
operating systems and software.

Wireless, Remote and Mobile Access — where the Contractor has access to State
confidential data, and that data traverses the Contractor’s network, the Contractor shall
have security controls for provisioning accounts, authorization, account/credential
verification, audit/logging, Virtual Private Network (“VPN”), and Transmission
Control Protocol (“TCP”)/ User Datagram Protocol (“UDP”) ports restrictions.

Transmission - the products and methods on how its system addresses security
measures regarding communication transmission, access, and message validation.

Continuous Monitoring — where the Contractor has access to State confidential data,
and that data will traverse the Contractor’s network, the Contractor shall have products
and methods for monitoring malicious activity, malware, intrusions and audit records
within the Contractor’s network.

Security Audit — the Contractor shall allow State assigned staff full access to all
operations for security inspections and audits that may include reviews of all issues
addressed in description of the security approach and willingness to enter into good
faith discussions to implement any change.

32



http://web.nvd.nist.gov/view/ncp/repository

- Change/Configuration Management and Security Authorization — the Contractor shall
establish a change/configuration methodology, a baseline configuration, and procedures
for tracking changes to the configuration. When the Contractor has a major change to
the system or application, the State’s project manager is notified and a security
reauthorization shall be approved.

- Risk Management — the Contractor shall establish a risk management plan by which
technical and security risks are identified, reported, and mitigate.

- Confidentiality and Non-Disclosure Agreements — when requested, the Contractor and
all Project staff including its subcontractor(s) shall complete and sign confidentiality
and non-disclosure agreements provided by the State. The Contractor may be required
to view yearly security awareness and confidentiality training modules provided by the
State. Where required, it shall be the Contractor’s responsibility to ensure that any new
staff sign the confidentiality agreement and complete the security awareness and
confidentiality training modules within one month of the employees’ start date.

The State reserves the right to obtain, or require the Contractor to obtain, criminal history
background checks from the New Jersey State Police for all Contractor and Project staff (to
protect the State from losses resulting from Contractor employee theft, fraud or dishonesty)
when requested. If the State exercises this right, the results of the background check(s) shall be
made available to the State for consideration before the employee is assigned to work on the
State’s Project. Prospective employees with positive criminal backgrounds for cyber-crimes
will not be approved to work on State projects. Refer to the NIST Special Publication 800-12 -
An _Introduction to Computer Security: The NIST Handbook, Section 10.1.3, Filling the
Position — Screening and Selecting.

e DISASTER RECOVERY PLAN

The Contractor shall submit their disaster recovery plan, identifying locations and systems — to
ensure that it can continue to satisfy RFQ requirements within 24 hours, in the event their
primary location is rendered unusable. The plan shall detail how the Contractor will ensure
that the primary location and/or systems destroyed in such a disaster would be made available
to meet the 24 hour time frame. The plan is tested. The plan is reviewed, updated, and tested
annually.

The Contractor shall ensure that all systems supported as part of this Contract are fault tolerant,
and that system failures do not impose undue interruption of operations. The Contractor shall
work to provide disaster recovery planning and fail-over capabilities for these systems.
Additionally, the Contractor is responsible for coordinating disaster recovery planning
activities and requirements with third party Contractors, and for updating the State IT Disaster
Recovery Plan. It is the responsibility of the State Program Implementation Contractors to
provide Continuity of Operations planning for functional aspects of the enterprise.

The systems shall be available Sunday through Saturday 24 hours per day in the case of
component or hardware failure, systems shall not be down for more than four hours. The
restored systems shall have no more than 20% loss in performance or functionality, and no data
loss shall be observed.
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In the ninety (90) days following award of the Contract resulting from this RFQ, Contractor
shall review the current disaster recovery plan, update or rewrite the plan, and submit the new
or updated Plan for the State Project Managers approval. This is a formal deliverable.
Annually thereafter, the Contractor shall review the plan and perform a disaster recovery risk
assessment, and based on the assessment, recommend changes to reduce risk, decrease costs,
and/or improve reliability.

The Contractor shall establish a backup schedule for the System. At a minimum there shall be
a full back-up weekly with daily differentials as well as an end of month backup. Each end of
month backup shall be retained in accordance with electronic record retention plan as provided
for in Section 3.4.9.

Each quarter, the Contractor shall conduct a media integrity recovery test from the appropriate
backup to demonstrate media integrity and that adequate procedures are in place, as requested.
The purpose of this test is to ensure that the media are readable and that data can be restored.

The Contractor shall conduct a disaster recovery test annually to demonstrate media,
equipment, personnel, and disaster recovery plan integrity and that adequate procedures are in
place, as required. In addition, Contractor shall perform comprehensive testing of each major
application annually.

Final authority for declarations of disaster resides with the State, but any declaration of disaster
will be made after full discussion with the Contractor. The Contractor shall perform file and
application restores from backups, as needed for system recovery, under the specific direction
of the State.

e CONTINGENCY PLAN

The Contractor shall have a contingency plan identifying key personnel, organization units,
and alternate sites with telecommunications and computers consistent with the security plan
and disaster recovery plan noted above. The plan shall be approved by the State Contract
Manager, reviewed and updated annually. The plan shall be provided to the State within the
timeframe establish in Exhibit 3.

Reference:
NIST Special Publication 800-53A - Guide for Assessing the Security Controls in Federal

Information Systems and Organizations (http://csrc.nist.gov/publications/nistpubs/800-53-
Rev3/sp800-53-rev3-final _updated-errata_05-01-2010.pdf)

3.4.8 System Performance, Availability and Reliability

1. All applications whether hosted on OIT’s infrastructure or in the Contractor’s cloud service
shall go through Stress/Load testing before they are moved to production.

2. The Contractor shall collaborate with the State to perform stress test using a State agreed
upon tool.

3. The Contractor shall be responsible to resolve issues that result from the stress test.
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4. All applications are expected to be available 24X7 except for scheduled
maintenance/upgrades.

5. The System can expect to have 500+ concurrent users at any point in time.

3.4.9 Automated Records Management/Storage Systems and Related Services

The State is required to comply with the Open Public Records Act, P.L. 2001, CHAPTER 404,
N.J.S.A. 47:1A-1 et seq. (“OPRA”) which may be found at:
http://www.state.nj.us/grc/laws/act/act.pdf

and the New Jersey Administrative Code Title 5, Chapter 105 N.J.A.C. 5:105 (2008) which may
be found at:

http://www.state.nj.us/grc/home/rules/pdf/Promulgated Regqulations.pdf.

The Contractor shall be responsible for establishing a process to ensure that all requests made upon
the Contractor for information that fall under OPRA are recorded and transmitted electronically to
the State Contract Manager. OPRA requests will be processed by the State OPRA Custodian
within DCA who will be responsible for disposing of same. The State may require the Contractor
to establish an interface with the State OPRA system.

The Contractor shall develop and administer a records retention plan (“RRP”’), which shall comply
with all State policies and procedures, State and federal record retention policies, and State and
federal laws and/or regulations. The RRP shall comply with all State records storage policies,
which includes but is not limited to the short and long-term housing of physical documents and
electronic images (i.e. paper documents, emails, correspondence, training material, and policy and
procedures associated with the Program, etc.) Once a RRP has been developed and approved by
the State, the Contractor shall retain all records in accordance with the RRP.

The Contractor shall adhere to State image system certification processes administered by the
Record Management Service Branch of the Division of Revenue and Enterprise Services. The
Contractor shall comply with the records retention and disposition requirements set forth by the
State’s Department of Treasury. These requirements can be found at the following website:

http://www.nj.gov/treasury/revenue/rms/retentiondisposition.shtml

The State Contract Manager will schedule a meeting with the Record Management Service Branch
of the Division of Revenue and Enterprise Services within three business days after bid award and
contract execution to enable the Contractor to prepare a plan that meet the requirements of this
Section. The Contractor shall secure plan approval from the Record Management Service Branch
of the Division of Revenue and Enterprise Services as set forth in Exhibit 3. Contractor shall
submit the approved plan to the State Contract Manager and Director prior to the start of System
development.

The Contractor shall maintain all documentation related to products, transactions or services under
this contract for a period of five years from the date of final payment. Such records shall be made
available to the New Jersey Office of the State Comptroller upon request pursuant to N.J.A.C.
17:44-2.2.
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3.5 EXPENSES AND REIMBURSEMENTS

3.5.1 Travel Expenses and Reimbursements
Travel expenses and reimbursements shall be made to the Contractor as follows:

The Contractor agrees to adhere to the General Services Administration (“GSA”) published travel
rules and rates to include disaster specific amendments in accordance with the federal travel
Regulations. Reimbursable expenses shall be limited to the following:

» Coach class air fare purchased at the lowest reasonably available rate and baggage fees, to
include Contractor Deployment and Demobilization Travel;

« Meals limited to the maximum current GSA per diem rate (receipts not required but will be
supplied if HUD or other funding agencies require same);

» Lodging limited to the maximum current GSA per diem rate to include GSA or HUD
approved lodging waivers;

» Mileage for Contractor privately owned vehicles at the current State rate of 31 cents per
mile; and

« Car rental, only as approved by State Contract Manager, at rates equal to or lower than the
State’s rental car contract, M0064, located at:
http://www.state.nj.us/treasury/purchase/noa/contracts/m0064 12-r-22550.shtml

Travel expense and reimbursements will only be made up to the not to exceed limit submitted with
the cost proposal. All other travel and reimbursements will be at the Contractor’s expense.

3.5.2 Other Direct Costs

As part of Other Direct Charges (“ODC”) the Contractor may also include IT hardware, software
(licenses), networking and security appliances, networking/communications/data circuits, and
security appliances necessary to implement, support, and operate the IT Cloud Computing and
Business Process Management System described under Project components above. All such ODC
items must be preapproved by the State. Also, the State reserves the right to acquire and/or use
any such item through its own facilities or inventory, or to procure such items through State
contracts, State/volume discounts, bidding, etc. Furthermore, the Contractor shall pass on any
credits to the State, and any discounts, rebates, etc.; it may obtain from the manufacturer,
wholesaler, retailer, and seller either directly or indirectly.

Prior to the purchasing or leasing any ODCs, the Contractor shall provide a list of ODCs to the
State Contract Manager. The State Contract Manager will review that list and will either (a)
authorize the Contractor to purchase, obtain or lease the items or services and submit that expense
for reimbursement (with proper documentation), or (b) deny the request. For any such purchases,
the Contractor shall obtain price quotations from a minimum of three (3) sources.
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40 QUOTATION PREPARATION AND SUBMISSION

41  GENERAL

The Bidder is advised to thoroughly read and follow all instructions contained in this RFQ,
including the instructions on the RFQ’s signatory page, in preparing and submitting its Quotation.

Use of URLs in a Quotation shall be kept to a minimum and may not be used to satisfy any
material term of an RFQ. If a preprinted or other document included as part of the Quotation
contains a URL, a printed (or if a bid is submitted electronically, electronic) copy of the URL page
shall be provided and will be considered as part of the Quotation. Additional URLs on the copy of
the URL page shall not be considered as part of the Quotation unless a copy of those URL pages is
also provided.

EXCEPTIONS AND ADDITIONAL AGREEMENT DOCUMENTS

In accordance with Section 1.0 the NJSTC, a Bidder intending to propose exceptions to RFQ
provisions or the NJSTC (hereinafter “RFQ/NJSTC”) shall submit such exceptions and suggested
remedies during the RFQ-defined Question and Answer Period (See RFQ Section 1.3.1).
Modifications to the RFQ/NJSTC that may result from such posed exceptions will be set forth by
addenda prior to the Quotation opening for the benefit of all potential Bidders.

The Division’s response to such posed exceptions will not be further considered after Quotation
opening.

Any exception submitted with a Quotation shall be considered null and void unless such exception
is deemed by the Division to be fully congruent with the RFQ/NJSTC and to be of no material
benefit to the Bidder.

A Quotation offering additional agreement documentation that the Bidder considers necessary to
the performance of the Contract is subject to the following limitations:

e The State will not accept any agreement document’s provision, term, or condition that
conflicts with any provision, term, or condition of the RFQ/NJSTC.

e The State will consider null and void any Contract document’s provision, term or condition
that, although not in conflict with the RFQ/NJSTC, is regarded by the Division to be of
material benefit to the Bidder. In submitting additional Contract documentation, the Bidder
shall identify each provision, term and condition in the Contract document(s) that conflicts
with, or is in addition to, the RFQ/NJSTC.

4.1.1 Submission Instruction

42  QUOTATION CONTENT

The Quotation shall be submitted in two volumes with the content of each volume as indicated
below.

Volume 1
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Section 1 - Forms (Section 4.2.1)

Section 2 - Technical Quotation (Section 4.2.3)

Section 3 - Organizational Support and Experience (Section 4.2.4)

Volume 2

Section 4 — Rate Schedule (Section 4.2.5)

4.2.1 Forms, Registrations and Certifications

4.2.1.1 MacBride Principles Certification

The Bidder shall certify pursuant to N.J.S.A. 52:34-12.2 that it is in compliance with the MacBride
principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in
conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and
permit independent monitoring of their compliance with those principles. Please refer to Section
2.5 of the NJSTC and N.J.S.A. 52:34-12.2 for additional information about the McBride
principles.

4.2.1.2 Non-Collusion

By submitting a Quotation, the Bidder certifies as follows:

a.

The price(s) and amount of its Quotation have been arrived at independently and without
consultation, communication or agreement with any other Contractor, Bidder, or potential
Bidder.

Neither the price(s) nor the amount of its Quotation, and neither the approximate price(s)
nor approximate amount of this Quotation, have been disclosed to any other firm or person
who is a Bidder or potential Bidder, and they shall not be disclosed before the Quotation
submission.

No attempt has been made or shall be made to induce any firm or person to refrain from
bidding on this contract, or to submit a Quotation higher than this Quotation, or to submit
any intentionally high or noncompetitive Quotation or other form of complementary
Quotation.

The Quotation of the firm is made in good faith and not pursuant to any agreement or
discussion with, or inducement from to submit a complementary or other noncompetitive
Quotation.

The Bidder, its affiliates, subsidiaries, officers, directors, and employees are not currently
under investigation by any governmental agency and have not in the last four (4) years
been convicted or found liable for any act prohibited by State or federal law in any
jurisdiction, involving conspiracy or collusion with respect to bidding on any public
contract.
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4.2.1.3 New Jersey Business Ethics Guide Certification

The Treasurer has established a business ethics guide to be followed by State Contractors in their
dealings with the State. The guide provides further information about compliance with Section 2.8
of the NJSTC. The guide can be found at:

http://www.state.nj.us/treasury/purchase/ethics guide.shtml

By signing the RFQ signatory page, or by entering a pin if submitting an e-bid Quotation, the
Bidder is automatically certifying that it has read the guide, understands its provisions, and is in
compliance with its provisions.

4.2.1.4 Ownership Disclosure Form

Pursuant to N.J.S.A. 52:25-24.2, in the event the Bidder is a corporation, partnership, or sole
proprietorship, the Bidder shall complete the attached Ownership Disclosure Form (“ODF”). A
current completed ODF shall be received prior to or accompany the Quotation. Failure to submit
the form, or submitting an improperly completed or incomplete form, may preclude the award of a
Contract.

4.2.1.4.1 Certification of Non-Involvement in Prohibited Activities in lran

Pursuant to N.J.S.A. 52:32-58, the Bidder shall certify that neither the Bidder, nor one of its
parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the
Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment
Activities in Iran and that neither is involved in any of the investment activities set forth in
N.J.S.A. 52:32-56(f). If the Bidder is unable to so certify, the Bidder shall provide a detailed and
precise description of such activities.

4.2.1.5 Disclosure of Investigations and Actions Involving Bidder

The Bidder shall provide a detailed description of any investigation, litigation, including
administrative complaints or other administrative proceedings, involving any public sector clients
during the past five (5) years including the nature and status of the investigation, and, for any
litigation, the caption of the action, a brief description of the action, the date of inception, current
status, and, if applicable, disposition. The Bidder shall use the Disclosure of Investigations and
Actions Involving Bidder form for this purpose.

4.2.1.6 Subcontractor Utilization Plan

All Bidders intending to use a subcontractor shall submit a completed Subcontractor Utilization
Plan. Please see the State, Division of Purchase and Property’s Subcontractor Forms, which
includes the Subcontractor Utilization Plan form.

4.2.1.6.1 Small Business Subcontracting Set-Aside Contracts

The Division strongly encourages the use of local subcontractors and has set a 25% goal for the
use of subcontractors that are registered with the N.J. Division of Revenue as Small Business
Enterprises (SBE). Contractors may search for registered SBEs at:
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If the bidder intends to subcontract, it must submit a Subcontractor Utilization Plan, and the
following actions to achieve the set-aside subcontracting goal requirements:

1. Attempt to locate eligible small businesses in Categories 1, 11, and 111 appropriate to the
RFP;

2. Request a listing of small businesses by Category from the New Jersey Division of
Revenue, Small Business Enterprise Unit;

3. Record efforts to locate eligible businesses, including the names of businesses contacted
and the means and results of such contacts;

4. Provide all potential subcontractors with detailed information regarding the
specifications;

5. Attempt, whenever possible, to negotiate prices with potential subcontractors submitting
higher than acceptable price quotes;

6. Obtain, in writing, the consent of any proposed subcontractor to use its name in response
to the RFP; and,

7. Maintain adequate records documenting efforts to achieve the set-aside subcontracting
goals.

Quotes should also contain a copy of the New Jersey of Revenue, Small Business Enterprise
Unit’s proof of registration as a small business for any business proposed as a subcontractor; and
documentation of the bidder’s good faith effort to meet the targets of the set-aside
subcontracting requirement in sufficient detail to permit the Bid Review Unit of the Division to
effectively assess the bidder’s efforts to comply if the bidder has failed to attain the statutory
goals.

If the bidder chooses to use subcontractors and fails to meet the small business subcontracting
targets set forth above, the bidder must submit documentation demonstrating its good faith effort
to meet the targets with its quote or within seven (7) business days upon request. Note: a
bidder’s failure to satisfy the small business subcontracting targets or provide sufficient
documentation of its good faith efforts to meet the targets with the quote or within seven (7)
days upon request shall preclude award of a contract to the bidder.

If awarded the contract, the bidder shall notify each subcontractor listed in the Plan, in writing.

4.2.1.6.1.a HUD Section 3 Program Compliance

Bidders must submit a plan with this Quotation to the State regarding HUD’s Section 3 Program
(Section 3 Regulations: 24 CFR 135) as applicable. The plan must illustrate not only how the
bidder intends to comply with HUD’s Section 3, but also how subcontractors, if any, will comply
with HUD’s Section 3. Prior to the execution of the Contract the Bidder will affirmatively attempt
to identify a portion of new hires as qualified under HUD’s Section 3. If the Bidder cannot meet
the HUD Section 3 Program requirements set forth above, the Bidder shall submit documentation
demonstrating its good faith effort to meet the targets, as best practical, with its Quotation.
Information regarding this Federal Regulation may be found at:

http://portal.hud.gov/hudportal/HUD?src=/program_offices/fair housing equal opp/section3/secti

on3
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4.2.1.7 Business Registration

In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named subcontractors shall have a valid
Business Registration Certificate (“BRC”) issued by the Department of Treasury, Division of
Revenue prior to the award of a Contract. To facilitate the Quotation evaluation and contract
award process, the Bidder shall submit a copy of its valid BRC and those of any named
subcontractors with its Quotation. Refer to Section 2.1 of the NJSTC.

Any Bidder, inclusive of any named subcontractors, who does not have a valid business
registration at the time of the Quotation submission opening or who’s BRC was revoked prior to
the submission of the Quotation shall proceed immediately to register its business or seek re-
instatement of a revoked BRC. Bidders are cautioned that it may require a significant amount of
time to secure the re-instatement of a revoked BRC. The process can require actions by both the
Division of Revenue and the Division of Taxation. For this reason, a Bidder’s early attention to
this requirement is highly recommended.

The Bidder and its named subcontractors may register with the Division of Revenue, obtain a copy
of an existing BRC or obtain information necessary to seek re-instatement of a revoked BRC
online at http://www.state.nj.us/treasury/revenue/busregcert.shtmi.

A Bidder otherwise identified by the Division as a responsive and responsible Bidder, inclusive of
any named subcontractors, but that was not business registered at the time of submission of its
Quotation shall be so registered and in possession of a valid BRC by a deadline to be specified in
writing by the Division. A Bidder who fails to comply with this requirement by the deadline
specified by the Division will be deemed ineligible for Contract award. Under any circumstance,
the Division will rely upon information available from computerized systems maintained by the
State as a basis to verify independently compliance with the requirement for business registration.

A Bidder receiving a Contract award as a result of this procurement and any subcontractors named
by that Bidder will be required to maintain a valid business registration with the Division of
Revenue for the duration of the executed Contract, inclusive of any Contract extensions.

4.2.1.8 Services Source Disclosure Certification Form

Pursuant to N.J.S.A. 52:34-13.2, prior to an award of contract, the Bidder is required to submit a
completed source disclosure form. The Bidder’s inclusion of the completed Services Source
Disclosure Form with the Quotation is requested and advised. Refer to RFQ Section 7.1.2 for
additional information concerning this requirement.

4.2.2 Pricing

The Bidder shall submit its pricing on the State supplied Rate Schedule, attached as Exhibit 1 and
supply any additional pricing information as directed in RFQ Section 4.2.5.

4.2.3 Technical Quotation

In this Section, the Bidder shall describe its approach and plans for accomplishing the work
outlined in the Scope of Work in Section 3.0. The Bidder shall set forth its understanding of the
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requirements of this RFQ and its ability to successfully complete the contract. This Section of the
Quotation shall minimally contain the information identified below. The Bidder shall identify the
technologies it proposes to use, and shall detail the SaaS, PaaS, or COTS technologies it proposes
to use.

4.2.3.1 Management Overview

The Bidder shall set forth its overall technical approach and plans to meet the requirements of the
RFQ in a narrative format. This narrative shall demonstrate that the Bidder understands the
objectives that the Contract is intended to meet, the nature of the required work and the Level of
Effort (“LOE”) necessary to successfully complete the Contract. This narrative shall demonstrate
that the Bidder’s general approach and plans to undertake and complete the Contract are
appropriate to the tasks and subtasks involved.

Mere reiterations of RFQ tasks and subtasks are strongly discouraged, as they do not provide
insight into the Bidder's ability to complete the contract. The Bidder’s response to this Section
shall be designed to convince the State that the Bidder’s detailed plans and approach proposed to
complete the Scope of Work are realistic, attainable and appropriate and that the Bidder’s
Quotation will lead to successful Contract completion.

4.2.3.2 Contract Management

The Bidder shall describe its specific plans to manage, control, and supervise the Contract to
ensure satisfactory Contract completion according to the required schedule. The plan shall
include the Bidder's approach to communicate with the State Contract Manager including, but not
limited to, status meetings, status reports, etc.

4.2.3.3 Potential Challenges

The Bidder shall set forth a summary of any and all challenges that the Bidder anticipates during
the term of the Contract. For each problem identified, the Bidder shall provide its proposed
solution.

4.2.4.1 Location

The Bidder shall include the address of the Bidder's office where responsibility for managing the
Contract will take place. The Bidder shall include the telephone number and name of the
individual to contact.

4.2.4.2 Organization Charts

a. Contract-Specific Chart - The Bidder shall include a contract organization chart and
narrative, with names showing management, supervisory and other key personnel
(including subcontractor management, supervisory or other key personnel) to be assigned
to the contract. The chart shall include the labor category and title of each such
individual.

b. Organizational Chart - The Bidder shall include an organization chart and narrative
showing the Bidder’s entire organizational structure. This chart shall show the
relationship of the individuals assigned to the Contract to the Bidder's overall
organizational structure.
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4.2.4.3 Resumes

The Bidder shall provide a detailed resume or bio for each staff member and respective “back-up”
identified in the Bidder’s “Staffing Chart.”

The resumes shall clearly demonstrate experience and qualifications relative to the work to be
performed. Due to the critical nature of the Scope of Work to be performed,;
At a minimum, the resume or bio shall include such information as:

Demonstrated experience specific to providing the types of services required in this RFQ);
Employment history;

Education;

Degrees/professional certifications and/or licenses; and

Any additional information that would allow the Committee to assess the individual’s
abilities to perform the services required by the contract.

The Bidder shall provide detailed resumes for each subcontractor’s management, supervisory and
other key personnel that demonstrate knowledge, ability, and experience relevant to that part of
the work that the subcontractor is designated to perform. When a Bidder submits resumes
pursuant to this paragraph, the Bidder shall redact the social security numbers, home addresses,
personal telephone numbers and any other PII other than the individual’s name from the resume.

4.2.4.4 BACKUP STAFF

The Bidder shall include a list of backup staff that may be called upon to assist or replace primary
individuals assigned. Backup staff shall be clearly identified as backup staff.

The Bidder shall also include, as part of its recruitment plan, a plan to secure backup staff in the
event personnel initially recruited need assistance or need to be replaced during the Contract term.

The proposed backup staff shall be as technically proficient and experienced as the primary staff
member being replaced.

4.2.4.5 Experience and Performance of the Bidder on Contracts of Similar Size and Scope

a. Contract Experience.

The Bidder shall provide a listing of contracts, (including beginning and ending dates) of similar
size and scope that it has successfully completed, as evidence of the Bidder’s ability to
successfully complete the services required by this RFQ. At least three of the contracts shall be
described in detail as set forth in paragraph d. below. For each contract listed, the Bidder shall
provide two names and telephone numbers of individuals that may be contacted concerning the
contracts.

b. Subcontractor Experience.

The Bidder shall document that each of Bidder’s proposed subcontractor(s) has successfully

performed work on contracts of a similar size and scope to the work that the subcontractor is

designated to perform in the Bidder’s Quotation. The Bidder shall provide a detailed description
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of services to be provided by each subcontractor. A description of such contracts shall be included
and shall show how such contracts relate to the ability of the Bidder to complete the services
required by this RFQ. The Bidder shall provide the same references for proposed subcontractors as
are required of the Bidder.

c. Business References.

A minimum of three business (3) references shall be provided for the Bidder. These references
will allow the State to address specific questions or issues with the referenced sources, regarding

the Bidder’s performance, quality, and responsiveness, as it relates to the specific requirements of
this RFQ.

For each such previous performance referenced, the Bidder shall provide the name, title,
telephone number and e-mail address of a contact person who can provide a reference, regarding
the Bidder’s performance (i.e. quality, ability to achieve deadlines, ability to quickly respond to
changes, service levels, etc.) on the client-specific projects.

Due to the significance of successfully providing these services to an organization, the references
provided (i.e. contact person information) shall be senior executive decisions makers (a CEO, Sr.
Vice President, etc.) who can address the Bidder’s abilities, manner of interacting with him/her,
as well as other members of the organization, success in providing these services and overall
effectiveness/impact on the company.

d. Specific CDBG-DR contract experience.

The Bidder shall demonstrate capacity that the Bidder fully understands and has previous
experience with CDBG-DR program and financial requirements. Bidder’s experience shall be
documented, actionable, measurable, testable, traceable, related to identified business needs or
opportunities, and defined to a level of detail sufficient for the System design. CDBG-DR
experience including CDBG-DR financial management and accounting experience is critical and
the Contractor may team with another firm on a GSA schedule to achieve this capability.

The Bidder shall document experience in implementing disaster recovery projects exceeding $500
Million, and shall describe in detail at least three (3) contract engagements of a 2 year duration or
greater where it was responsible as the primary IT shared services provider, involving the IT
service areas listed below. At least one engagement shall have been undertaken within the past
three years. One of the clients shall have been a State or local government with an annual 1T
budget of at least $10,000,000 (including a HUD CDBG DR/ State disaster recovery effort). All
three contract engagements shall be production systems or environments, not initiatives that are in
development. Experience shall include capabilities in the following areas:

Program/Project Management

Systems Development

Task Order Issuance and Management

Change Control and Configuration Management

Service Desk and Incident Management

Quality Assurance, Systems, and Integration Testing
Oracle/SQL or functional equivalent Database Management
Data Warehouse Management/Reporting
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Business Intelligence Reporting

IT Computer Operations Management

Local Area Network (“LAN”) Management

Desktop Support

IT and Desktop Security

GIS Development, Support and Reporting

Disaster Recovery Planning and Testing

Rapid System Development and Operations Standup

Operating databases with production, reporting and testing environments, and all running

parallel

e Interface development with existing State and federal fiscal, management information,
reporting, compliance, and auditing systems

e Capacity to use existing public domain systems from previous disaster recovery projects of
a similar scale and magnitude as encountered by the State, as well as software as a service
(“SaaS”), platform as a service (“PaaS”) or commercial off the shelf (“COTS”)
technologies to accomplish the functionality of a BPM system to support the State CDBG-
DR program

e Demonstrate proficiency with (“PaaS™) or (“COTS”) technologies, including previously

developed systems of similar nature or size

e. References Template

Bidder shall use the Reference Template attached as Exhibit 4 to provide this information in a
standardized format.

Failure to provide this information in the Quotation may result in the Quotation being deemed
non-responsive by the Director.

f. Sample Plans
Bidder shall supply samples of plans required in Exhibit 3 including a security plan, contingency
plan, backup plan, record retention plan, training plan, performance management plan, disaster

recovery plan, system support plan (help desk), and software upgrade plan.

4.2.4.6 Financial Capability of the Bidder

In order to provide the State with the ability to judge the Bidder’s financial capacity and
capabilities to undertake and successfully complete the contract, the Bidder shall submit financial
statements audited by an independent certified public accountant which include a balance sheet,
income statement and statement of cash flow, and all applicable notes for the most recent
calendar year or the Bidder’s most recent fiscal year. In addition, the Bidder shall submit three
bank references. The Bidder shall also submit its Dun & Bradstreet (“D&B”’) Data Universal
Numbering System (“DUNS”) Number.

A Bidder may designate specific financial information as not subject to disclosure when the
Bidder has a good faith legal/factual basis for such assertion. A Bidder may submit specific
financial documents in a separate, sealed package clearly marked “Confidential-Financial
Information” along with the Quotation.
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The State reserves the right to make the determination to accept the assertion and shall so advise
the Bidder.

4.2.5 Rate Schedule

Bidders shall provide a fully completed and signed Rate Schedule (attached to this RFQ), which
Is attached hereto as Exhibit 1. It shall include a separate not to exceed price component for the
Labor Cost and the ODC Costs.

Hourly rates shall be the same or lower than its GSA pricing.

Failure to submit all information required may result in the Quotation being considered non-
responsive. Each Bidder is required to hold its prices firm through issuance of contract.

Bidders shall provide a price sheet that shall include the following information:

Labor Cost

The scoring for the Cost Proposal on this Quotation will be based on the total proposed
labor based on the number of hours and the labor rates for the labor groups shown on the
attached Rate Schedule and the ODC.

The Rate Schedule provides a mechanism for the Bidder to communicate labor rates for 26
labor categories that have been placed in one of eight labor groups. The attached Rate
Schedule assumes that the Bidder shall provide 52 full time equivalent positions to staff the
project for two years. The Bidder shall provide a schedule of the number of its employees
to be assigned to each Labor Category with its Quotation to accomplish the four (4) task
orders identified in Exhibit 3. Labor allocation in succeeding task orders may be adjusted
as approved by the State Contract Manager, but the Quotation shall propose a not to exceed
price setting forth the amounts for the Labor Cost and the ODC Cost.

Labor will be computed as follows:

1. Bidders shall provide a labor rate for each labor group shown on the Rate Schedule.
For each proposed group of employees or subcontractors, select the IT Labor Category
that most closely matches the job functions proposed.

2. Bidders shall use rates that are equal to or less than their current GSA rate.

3. Bidders shall provide a rate per hour for each Job Group.

4. Bidders shall indicate whether each position/title will be provided with In-House or
Subcontracted Staff

5. Bidders shall enter any optional comments or explanatory notes for each labor category.
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5.0

6. Multiplying the appropriate hours by the appropriate rates and summing all costs for all
labor categories will provide the State with the Bidder’s cost for use in the evaluating
and ranking the Quotation against those of other Bidders.

Other Direct Costs

As part of ODCs, the Bidder shall include IT hardware, software (licenses), networking and
security appliances, networking/communications/data circuits, and security appliances
necessary to implement, support, and operate the IT cloud computing and BPM system
described under Project components above.

If the Bidder is not supplying “dedicated” hardware resources to host State applications and
data, the Bidder shall maintain application and/or stack isolation using commercially
available security devices to maintain security zones, routing isolation, and access control
to infrastructure devices and access/security logging within its infrastructure.

All such ODC items must be preapproved by the State. Also, the State reserves the right to
acquire and/or use any such item through its own facilities or inventory, or to procure such
items through State contracts, State/volume discounts, bidding, etc. Furthermore, the
Contractor shall pass on any credits to the State, and any discounts, rebates, etc. It may
obtain from the manufacturer, wholesaler, retailer, and seller either directly or indirectly.

These costs are part of the evaluation process of the Cost Quotation; every Bidder shall
submit a listing of ODCs using the forms included in the Rate Schedule. To demonstrate
the Bidder’s knowledge and understanding of the RFQ, the Bidder must supply the
specifications and/or details for each item listed. All responses must be based on providing
a cloud-based solution that meets the requirements of this RFQ.

Travel Expense

The Bidder shall enter an amount on the Rate Schedule for the amount of travel expenses
they will incur if selected based on the allowable expenses as shown in Section 3.6.1.

SPECIAL CONTRACTUAL TERMS AND CONDITIONS

5.1

PRECEDENCE OF SPECIAL CONTRACTUAL TERMS AND CONDITIONS

The Contract awarded as a result of this RFQ shall consist of this RFQ, addenda to this RFQ, the
Contractor's Quotation, any BAFO, and the Division's Notice of Award.

Unless specifically stated within this RFQ, the Special Contractual Terms and Conditions of the
RFQ take precedence over the NJSTC accompanying this RFQ.

In the event of a conflict between the provisions of this RFQ, including the Special Contractual
Terms and Conditions and the NJSTC, and any addendum to this RFQ, the addendum shall

govern.

In the event of a conflict between the provisions of this RFQ, including any addendum to this
RFQ, and the Bidder's Quotation, the RFQ and/or the addendum shall govern.
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5.2  CONTRACT TERM AND EXTENSION OPTION

The term of the Contract shall be for a period of two (2) years. The anticipated "Contract
Effective Date" is provided on the signatory page accompanying this RFQ. If delays in the
procurement process result in a change to the anticipated Contract Effective Date, the Bidder
agrees to accept a Contract for the full term of the contract.

The Contract may be extended for all or part of three (3) one-year periods, by the mutual written
consent of the Contractor and the Director at the same terms, conditions, and pricing at the rates in
effect in the last year of the Contract or rates more favorable to the State.

53 CONTRACT TRANSITION

In the event that a new Contract has not been awarded prior to the Contract expiration date, as
may be extended herein, it shall be incumbent upon the Contractor to continue the Contract under
the same terms and conditions until a new contract can be completely operational. At no time
shall this transition period extend more than 180 days beyond the expiration date of the Contract.

54  CONTRACT AMENDMENT

Any changes or modifications to the terms of the Contract shall be valid only when they have
been reduced to writing and signed by the Contractor and the Director.

55 CONTRACTOR RESPONSIBILITIES

The Contractor shall have sole responsibility for the complete effort specified in the Contract.
Payment will be made only to the Contractor. The Contractor shall have sole responsibility for all
payments due any subcontractor.

The Contractor is responsible for the professional quality, technical accuracy and timely
completion and submission of all deliverables, services, or commodities required to be provided
under the Contract. The Contractor shall, without additional compensation, correct or revise any
errors, omissions, or other deficiencies in its deliverables and other services. The approval of
deliverables furnished under this Contract shall not in any way relieve the Contractor of
responsibility for the technical adequacy of its work. The review, approval, acceptance, or
payment for any of the services shall not be construed as a waiver of any rights that the State may
have arising out of the Contractor’s performance of this Contract.

5.6  SUBSTITUTION OF STAFF

The Contractor shall forward a request to substitute staff to the State Contract Manager for
consideration and approval. No substitute personnel are authorized to begin work until the
Contractor has received written approval to proceed from the State Contract Manager.

If it becomes necessary for the Contractor to substitute any management, supervisory or key
personnel, the Contractor shall identify the substitute personnel and the work to be performed.
The Contractor shall provide detailed justification documenting the necessity for the substitution.
Resumes shall be submitted evidencing that the individual(s) proposed as substitute(s) have
qualifications and experience equal to or better than the individual(s) originally proposed or
currently assigned.
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57  SUBSTITUTION OR ADDITION OF SUBCONTRACTOR(S)

This Section serves to supplement but not to supersede Sections 5.8 and 5.9 of the State of NJSTC
accompanying this RFQ.

The Contractor shall forward a written request to substitute or add a subcontractor or to substitute
its own staff for a subcontractor to the State Contract Manager for consideration. If the State
Contract Manager approves the request, the State Contract Manager will forward the request to the
Director for final approval. No substituted or additional subcontractors are authorized to begin
work until the Contractor has received written approval from the State Contract Manager.

The Contractor shall provide detailed justification documenting the necessity for the substitution or
addition.

The Contractor shall provide detailed resumes of its proposed replacement staff or of the proposed
subcontractor’s management, supervisory and other key personnel that demonstrate knowledge,
ability, and experience relevant to that part of the work that the subcontractor is to undertake.

The qualifications and experience of the replacement(s) shall equal or exceed those of similar
personnel proposed by the Contractor in its Quotation.

In the event the previous subcontractor to be replaced is a Small Business Enterprise (“SBE”),
Minority-owned Business Enterprise (“MBE”), Woman-owned Business Enterprise (“WBE”) or
Veteran-owned Business Enterprise (“VOB”) as registered/certified by the New Jersey Department
of Treasury, Division of Revenue—Small Business Registration and M/WBE Certification Services;
the Contractor shall make every effort to replace the firm, in kind. Should the Contractor be
unable to make such replacement with a SBE, MBE, WBE or VOB subcontractor; it shall evidence
that a good faith effort has been made to secure the services/goods of another SBE, MBE, WBE, or
VOB subcontractor firm.

5.8 OWNERSHIP OF MATERIAL

All data, technical information, materials gathered, originated, developed, prepared, used or
obtained in the performance of the Contract, including, but not limited to, all reports, surveys,
plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings,
analyses, graphic representations, software computer programs and accompanying documentation
and print-outs, notes and memoranda, written procedures and documents, regardless of the state of
completion, which are prepared for or are a result of the services required under this Contract shall
be and remain the property of the State and shall be delivered to the State upon thirty (30) days’
notice by the State. With respect to software computer programs and/or source codes developed
for the State, the work shall be considered “work for hire”, i.e., the State, not the Contractor or
subcontractor, shall have full and complete ownership of all software computer programs and/or
source codes developed. To the extent that any of such materials may not, by operation of the law,
be a work made for hire in accordance with the terms of this Contract, Contractor or subcontractor
hereby assigns to the State all right, title and interest in and to any such material, and the State
shall have the right to obtain and hold in its own name and copyrights, registrations and any other
proprietary rights that may be available.

Should the Bidder anticipate bringing pre-existing intellectual property into the Project, the
intellectual property shall be identified in the Quotation. Otherwise, the language in the first
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paragraph of this Section prevails. If the Bidder identifies such intellectual property ("Background
IP™) in its Quotation, then the Background IP owned by the Bidder on the date of the Contract, as
well as any modifications or adaptations thereto, remain the property of the Bidder. Upon Contract
award, the Bidder or Contractor shall grant the State a non-exclusive, perpetual royalty free license
to use any of the Bidder/Contractor's Background IP delivered to the State for the purposes
contemplated by the Contract.

59  SECURITY AND CONFIDENTIALITY

5.9.1 Data Confidentiality

All financial, statistical, personnel, customer, and/or technical data supplied by the State to the
Contractor are confidential (“Confidential Information”). For all Confidential Information under
its control, the Contractor shall take reasonable steps to secure all such data from manipulation,
sabotage, theft, or unauthorized disclosure. The Contractor is prohibited from releasing any
financial, statistical, personnel, customer, and/or technical data supplied by the State that is
identified as confidential. Any intentional use, sale, or offering of Confidential Information in any
form by the Contractor, or any individual or entity in the Contractor’s charge or employ, other than
as required or permitted for Contractor to carry out its obligations under this Contract will be
considered a violation of this Contract and may result in Contract termination as provided
hereunder and the Contractor’s suspension or debarment from State contracting. In addition, such
conduct may be reported to the State Attorney General for possible criminal prosecution.

The Contractor shall assume total financial liability incurred by the Contractor associated with any
breach of confidentiality.

In the event that there is a breach of Contractor’s obligations contained in this Section 3.5.3
involving Confidential Information in the possession and control of Contractor or its employees,
agents, or subcontractors, and such breach is the direct cause of an unauthorized disclosure of such
Personal Information, then the cost of the notifications in N.J.S.A. 56:8-163 shall be borne in full
by Contractor.

If Contractor receives a subpoena or other valid administrative or judicial order requesting the
disclosure of the State’s Confidential Information, the Contractor shall promptly notify the State of
the request. If requested by the State, the Contractor shall provide reasonable cooperation to the
State in resisting or limiting the disclosure at the State’s expense to the extent of applicable law.
Subject to its obligations stated in the preceding sentence, the Contractor may comply with any
binding court order, administrative order to the extent required by law, but will in doing so make
all commercially and legally reasonable efforts to secure confidential treatment of any materials
disclosed.

The Contractor and its entire Project staff including its subcontractor(s) shall view yearly security
awareness training modules provided by the Contractor. It shall be the Contractor’s responsibility
to ensure that any new staff sign the confidentiality agreement and complete the security
awareness and confidentiality training modules within one month of the employees’ start date.

Contractor’s standard/background check for all Contractors and Project staff shall be performed
and certification provided to the State upon request.
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5.9.2 Security Standards

1.

Network Security: The Contractor shall maintain the Contractor’s network security to
include, but not be limited to: network firewall provisioning, intrusion detection and
prevention, vulnerability assessments and regular independent third party penetration
testing. The Contractor shall maintain network security that conforms to one of the
following:

e Current standards set forth and maintained by the NIST, including those at
http://web.nvd.nist.gov/view/ncp/repository; or

e Industry standards such as 1ISO 27002, PCI Data Security Standard and ISF Standard of
Good Practice, align with security best practices from SANS and ClSecurity; or

Application Security: The Contractor at a minimum shall run application vulnerability
assessment scans during development and system testing. Vulnerabilities shall be
remediated prior to production release.

1. All systems and applications shall be subject to Vulnerability Assessment scans on
a regular basis.

Data Security: For any connectivity services proposed, the Contractor at a minimum shall
protect and maintain the security of data traveling its network in accordance with generally
accepted industry practices.

e Any PIlI shall be protected. All data shall be classified in accordance with the State’s
Asset Classification and Control policy, 08-04-NJOIT (www.nj.gov/it/ps).
Additionally, data shall be disposed of in accordance with the State’s Information
Disposal and Media Sanitation policy, 09-10-NJOIT (www.nj.gov/it/ps).

e Data usage, storage, and protection is subject to all applicable federal and State
statutory and regulatory requirements, as amended from time to time, including,
without limitation, those for HIPAA, PII, Tax Information Security Guidelines for
Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax
confidentiality statute, N.J.S.A. 54:50-8, New Jersey Identity Theft Prevention Act,
N.J.S.A.56:11-44 et seq., the federal Drivers’ Privacy Protection Act of 1994,
Pub.L.103-322, and the confidentiality requirements of N.J.S.A. 39:2-3.4. Contractor
shall also conform to PCI Data Security Standard.

Data Re-Use: All State-provided data shall be used expressly and solely for the purposes
enumerated in the Contract. Data shall not be distributed, repurposed, or shared across
other applications, environments, or business units of the Contractor. No State data of any
kind shall be transmitted, exchanged, or otherwise passed to other Contractors or interested
parties except on a case-by-case basis as specifically agreed to in writing by the State
Contract Manager.

Data Breach: Unauthorized Release Notification: The Contractor shall comply with all
applicable State and federal laws that require the notification of individuals in the event of
unauthorized release of PII or other event requiring notification. In the event of a breach of
any of the Contractor’s security obligations or other event requiring notification under
applicable law (“Notification Event”), the Contractor shall assume responsibility for
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informing the State Contract Manager and all such individuals in accordance with
applicable law and to indemnify, hold harmless and defend the State, its officials, and
employees from and against any claims, damages, or other harm related to such
Notification Event.

6. End of Contract Data Handling: Upon termination of this Contract the Contractor shall
first return all State data to the State in a usable format as defined in the Contract, or in an
open standards machine-readable format if not. The Contractor shall then erase, destroy,
and render unreadable all Contractor copies of State data according to the standards
enumerated in accordance with the State’s Information Disposal and Media Sanitation
policy, 09-10-NJOIT (www.nj.gov/it/ps) and certify in writing that these actions have been
complete within thirty (30) days of the termination of this Contract or within seven (7) days
of the request of an agent of the State whichever shall come first.

5.9.3 Federal Tax Information Security

The Contractor shall comply with the tax information guidelines for federal, State, and local
agencies found in IRS Publication 1075, as amended from time to time, including, but not limited
to the following:

TECHNOLOGY SERVICES

|. PERFORMANCE:

1. In performance of this Contract, the Contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following requirements:

a. A person for the purposes of this section shall be defined to include any person,
State Contractor, State Department, or other state contractor requiring the use of
such information for the purposes of this Contract. Disclosure will be prohibited to
anyone other than a person authorized to deliver services under the Action Plan or
an officer or employee of the Contractor.

b. All work will be done under the supervision of the Contractor or the Contractor's
employees.

c. Any return or return information made available in any format shall be used only
for the purpose of carrying out the provisions of this Contract. Information
contained in such material will be treated as confidential and will not be divulged or
made known in any manner to any Person except as may be necessary in the
performance of this Contract. Disclosure to anyone other than an officer or
employee of the Contractor will be prohibited.

d. All returns and return information will be accounted for upon receipt and properly
stored before, during, and after processing. In addition, all related output will be
given the same level of protection as required for the source material.

e. The Contractor certifies that the data processed during the performance of this
Contract will be completely purged from all data storage components of his or her
computer facility, and the Contractor will retain no output at the time the work is
completed. If immediate purging of all data storage components is not possible, the
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Contractor certifies that any IRS data remaining in any storage component will be
safeguarded to prevent unauthorized disclosures.

f. Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to the agency or his or her designee. When
this is not possible, the Contractor will be responsible for the destruction of the
spoilage or any intermediate hard copy printouts, and will provide the agency or his
or her designee with a statement containing the date of destruction, description of
material destroyed, and the method used.

g. All computer systems receiving, processing, storing, or transmitting federal tax
information shall meet the requirements defined in IRS Publication 1075. To meet
functional and assurance requirements, the security features of the environment
shall provide for the managerial, operational, and technical controls. All security
features shall be available and activated to protect against unauthorized use of and
access to federal tax information.

h. No work involving federal tax information furnished under this Contract will be
subcontracted without prior written approval of the IRS.

i. The Contractor will maintain a list of employees authorized access. Such list will
be provided to the agency and, upon request, to the IRS reviewing office.

j.  The agency will have the right to void the Contract if the Contractor fails to provide
the safeguards described above.

Il. CRIMINAL/CIVIL SANCTIONS:

1. Each officer or employee of any Person to whom returns or return information is or may be
disclosed will be notified in writing by such Person that returns or return information
disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any such returns or return information for a
purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction
by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together
with the costs of prosecution. Such Person shall also notify each such officer and employee
that any such unauthorized further disclosure of returns or return information may also
result in an award of civil damages against the officer or employee in an amount not less
than $1,000 with respect to each instance of unauthorized disclosure. These penalties are
prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.

2. Each officer or employee of any Person to whom returns or return information is or may be
disclosed shall be notified in writing by such Person that any return or return information
made available in any format shall be used only for the purpose of carrying out the
provisions of this Contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any Person except
as may be necessary in the performance of the Contract. Inspection by or disclosure to
anyone without an official need to know constitutes a criminal misdemeanor punishable
upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or
both, together with the costs of prosecution. Such Person shall also notify each such officer
and employee that any such unauthorized inspection or disclosure of returns or return
information may also result in an award of civil damages against the officer or employee
[United States for federal employees] in an amount equal to the sum of the greater of
$1,000 for each act of unauthorized inspection or disclosure with respect to which such
defendant is found liable or the sum of the actual damages sustained by the plaintiff as a
result of such unauthorized inspection or disclosure plus in the case of a willful inspection
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or disclosure which is the result of gross negligence, punitive damages, plus the costs of the
action. These penalties are prescribed by IRC section 7213A and 7431.

3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C.
552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which
contain individually identifiable information, the disclosure of which is prohibited by the
Privacy Act or regulations established there under, and who knowing that disclosure of the
specific material is prohibited, willfully discloses the material in any manner to any Person
or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more
than $5,000.

4. Granting a Contractor access to FTI shall be preceded by certifying that each individual
understands the agency’s security policy and procedures for safeguarding IRS information.
Contractors shall maintain their authorization to access FTI through annual recertification.
The initial certification and recertification shall be documented and placed in the agency's
files for review. As part of the certification and at least annually afterwards, Contractors
shall be advised of the provisions of IRC Sections 7431, 7213, and 7213A (IRC Sec. 7431
Civil Damages for Unauthorized Disclosure of Returns and Return Information and IRC
Sec. 7213 Unauthorized Disclosure of Information). The training provided before the
initial certification and annually thereafter shall also cover the incident response policy and
procedure for reporting unauthorized disclosures and data breaches. For both the initial
certification and the annual certification, the Contractor shall sign, either with ink or
electronic signature, a confidentiality statement certifying their understanding of the
security requirements.

1. INSPECTION:

1. The IRS and the Agency shall have the right to send its officers and employees into the
offices and plants of the Contractor for inspection of the facilities and operations provided
for the performance of any work under this Contract. On the basis of such inspection,
specific measures may be required in cases where the Contractor is found to be
noncompliant with Contract safeguards.

5.10 NEWS RELEASES

The Contractor is not permitted to issue news releases pertaining to any aspect of the services
being provided under this Contract without the prior written consent of the Director.

5.11 ADVERTISING
The Contractor shall not use the State’s name, logos, images, or any data or results arising from

this Contract as a part of any commercial advertising without first obtaining the prior written
consent of the Director.
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5.12 LICENSES AND PERMITS

The Contractor shall obtain and maintain in full force and effect all required licenses, permits, and
authorizations necessary to perform this Contract. The Contractor shall supply the State Contract
Manager with evidence of all such licenses, permits, and authorizations. This evidence shall be
submitted subsequent to the Contract award. All costs associated with any such licenses, permits
and authorizations shall be considered by the Bidder in its Quotation.

5.13 CLAIMS AND REMEDIES

5.13.1 Claims

All claims asserted against the State by the Contractor shall be subject to the New Jersey Tort
Claims Act, N.J.S.A. 59:1-1, et seq., and/or the New Jersey Contractual Liability Act, N.J.S.A.
59:13-1, et seq.

5.13.2 Remedies

Nothing in the shall be construed to be a waiver by the State of any warranty, expressed or
implied, of any remedy at law or equity, except as specifically and expressly stated in a writing
executed by the Director.

5.13.3 Remedies for Failure to Comply With Material Contract Requirements

In the event that the Contractor fails to comply with any material Contract requirements, the
Director may take steps to terminate the Contract in accordance with the NJSTC, authorize the
delivery of Contract items by any available means, with the difference between the price paid and
the defaulting Contractor's price either being deducted from any monies due the defaulting
Contractor or being an obligation owed the State by the defaulting Contractor as provided for in
the State administrative code, or take any other action or seek any other remedies available at law
or in equity.

5.14 Task Order Deliverables and Liquidated Damages

Failure by the Contractor to complete the Tasks within the timeframes set forth in Exhibit 3 may
result in the invocation of liquidated damages as detailed below. The liquidated damages may be
invoked in writing at the sole discretion of the State Contract Manager and shall be subject to the
limits set forth in Section 5.17.1.

These liquidated damages will continue for lesser of a maximum period of 30 days or until the first
day that the Contractor fully satisfies the requirements. At any point after the assessment of the
liquidated damages, the Contractor may request forbearance. This request shall be in writing and
should provide a detailed explanation of why forbearance is warranted. It shall be at the sole
discretion of the State Contract Manager to grant forbearance.

1. Liquidated damages may be assessed for the failure to meet the timeframes in Exhibit 3 in
the amount set in Exhibit 3.
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2. The State Contract Manager shall have the discretion to determine to stop assessing
liquidated damages upon the actual date of delivery or if the Contractor shows good cause upon
acceptance of Contractor’s corrective action plan by the State Contract Manager.

3. To the extent permitted by the Contract, the State reserves the right to pursue recovery of
actual losses resulting from the failure of the Contractor to perform, in lieu of the liquidated
damages set forth above.

4. For the purpose of determining a deficiency day, the day starts at 00:00:01 AM Eastern
Time.

5. The entire liquidated damages amount will be applied to a partial day deficiency and will
not be pro-rated for a partial day deficiency.

The State Contract Manager will notify the Contractor in writing of the default specified herein,
and of the assessment of liquidated damages.

Liquidated damages shall be paid by Contractor within 30 calendar days of State Contract
Manager’s written notice.

Contractor shall supply the State with weekly reports in a form and manner to be approved by the
State Contract Manager to monitor and measure contract Task Order Performance Guarantees as
per Exhibit 3.

5.15 RETAINAGE

The Vendor cannot invoice a task until the State Contract Manager has approved the delivery of
each task. The State will retain ten percent (10%) of each amount invoiced for a period of thirty
(30) days after completion. Assuming there are no issues after the thirty (30) day retention period
the State Contract Manager will release the retention amount. If there are unresolved issues the
State will hold the retention amount until the issues are resolved and approved as such by the State
Contract Manager.

5.16 SPECIAL PROJECTS

The Contractor shall not begin performing any special projects without first obtaining written
approval from both the State Contract Manager and the Director.

In the event of special projects, the Contractor shall present a written Quotation to perform the
work to the State Contract Manager. The Quotation shall provide justification for the necessity of
the special project. The relationship between the special project and the base Contract work shall
be clearly established by the Contractor in its Quotation.

The Contractor’s written Quotation shall provide a detailed description of the work to be
performed broken down by task and subtask. The Quotation shall also contain details on the level
of effort, including hours, labor categories, etc., necessary to complete the work.

The written Quotation shall detail the cost necessary to complete the additional work in a manner
consistent with the Contract. The written price schedule shall be based upon the hourly rates, unit
costs or other cost elements submitted by the Contractor in the Contractor’s original Quotation
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submitted in response to this RFQ. Whenever possible, the price schedule shall be a firm, fixed
price to perform the required work. The firm fixed price shall specifically reference and be tied
directly to costs submitted by the Contractor in its original Quotation. A payment schedule, tied to
successful completion of tasks and subtasks, shall be included.

Upon receipt and approval of the Contractor’s written Quotation, the State Contract Manager shall
forward same to the Director for the Director’s written approval. Complete documentation from
the Using Agency, confirming the need for the additional work, shall be submitted.
Documentation forwarded by the State Contract Manager to the Director shall include all other
required State approvals, such as those that may be required from the State’s Office of
Management and Budget and NJOIT.

No special project may commence without the Director’s written approval. In the event the
Contractor proceeds with additional work and/or special projects without the Director’s written
approval, it shall be at the Contractor’s sole risk. The State shall be under no obligation to pay for
work performed without the Director’s written approval.

5.17 MODIFICATIONS AND CHANGES TO THE NJSTC

5.17.1 Indemnification

Section 4.1 of the NJSTC is deleted and replaced with the following:

Section 4.1 Indemnification

The Contractor's liability to the State for actual, direct damages resulting from the
Contractor's performance or non-performance, or in any manner related to the
Contract, for any and all claims, shall be limited in the aggregate to 500% of the
value of the Contract, except that such limitation of liability shall not apply to the
following:

1. The Contractor's obligation to indemnify the State and its employees from
and against any claim, demand, loss, damage or expense relating to bodily
injury or the death of any Person or damage to real property or tangible
personal property, incurred from the work or materials supplied by the
Contractor under the Contract caused by negligence or willful misconduct
of the Contractor;

2. The Contractor's breach of its obligations of confidentiality; and,

3. Contractor's liability with respect to copyright indemnification.

The Contractor's indemnification obligation is not limited by but is in addition to the
insurance obligations contained in Section 4.2 of the NJSTC.

The Contractor shall not be liable for special, consequential, or incidental damages.
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5.17.2 Insurance - Professional Liability Insurance

Section 4.2 of the NJSTC regarding insurance is modified with the addition of the following
Section regarding professional liability insurance.

d. Professional Liability Insurance: The Contractor shall carry Errors and
Omissions, Professional Liability Insurance and/or Professional Liability
Malpractice Insurance sufficient to protect the Contractor from any liability
arising out the professional obligations performed pursuant to the requirements of
the Contract. The insurance shall be in the amount of not less than $5,000,000
and in such policy forms as shall be approved by the State. If the Contractor has
claims-made coverage and subsequently changes carriers during the term of the
Contract, it shall obtain from its new Errors and Omissions, Professional Liability
Insurance and/or Professional Malpractice Insurance carrier an endorsement for
retroactive coverage.

5.18 ELECTRONIC PAYMENTS

With the award of this Contract, the successful Bidder(s) will be required to receive its payment(s)
electronically. In order to receive your payments via automatic deposit from the State, complete
and return the “Credit Authorization Agreement for Automatic Deposits (“ACH Credits”’) Form
with an original voided check or bank letter. The form shall include ABA number (routing or
transit number), bank account number and if the bank account is a checking or savings account.
The form and instructions are located on the Office of Management & Budget’s website at:
http://www.state.nj.us/treasury/omb/forms/index.shtml.

The completed form along with the required voided check or bank letter shall be mailed or faxed
to: Department of the Treasury, Office of Management and Budget, PO Box 221, 6TH Floor —
Room 674, Trenton, N.J. 08625-0221; fax: (609)-984-5210. To assist in identifying payments, the
State offers Contractors access to the Vendor Payment Inquiry web application that offers check
stub information online.

Contact the State at AAIUNIT @treas.state.nj.us to request access to this application.

519 FORM OF COMPENSATION — INVOICING/PAYMENT

The Contractor may submit its invoices to the State as determined and approved by the State
Contract Manager, or his/her designee, in his/her sole discretion on a monthly basis (no later than
the 15th of each month), for work completed.

The Contractor will submit to the State Contract Manager or his/her designee, an original invoice,
a completed “Monthly Status Report” and any other documentation, as may be required by the
State to process payment. The State will make prompt payment to the Contractor, following
receipt of any non-disputed invoices and approval of the documentation.

At a minimum, invoices submitted for payment shall include the following:

e A detailed description of the Project task or subtask services for the monthly period;
e The percentage of completion of the overall “Scope of Services,”
e An itemized position/title assigned to perform the work or the Task Order;
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e Copies of weekly timesheets for employees assigned to do the work referenced in the
invoice;

e The commencement and completion dates of the Task Order;

e The number of hours dedicated to the task or subtask for each position/title, which
performed the work for the respective “Scope of Services”;

e A copy of the original Scope of Services approved by the State Contract Manager or

his/her designee, if applicable, prior to commencing the work (this shall reference the

hours to be dedicated, positions required;

Corresponding hourly rates for each position, extended dollar amounts for each position;

An original invoice from the Contractor referencing the purchase made;

The original Contractor invoice(s) for the particular good(s)/service(s) purchased;

Copies of a minimum of three (3) quotes/quotations solicited for the purchase;

Final fully executed contract with subcontractor; and

Original “Procurement Approval Request” form indicating signature approvals from the

State Contract Manager, or his/her designee, authorizing the purchase.

NOTE: The State Contract Manager or his/her designee will approve the need for the purchase
and continue through the DCA approval process.

In the event a partial payment is being made, prior to the completion of a task order or change
order, the State Contract Manager, or his/her designee, may require the Contractor to submit
evidence demonstrating and substantiating the degree of completion, before payment is approved.
All such partial payments are subject to the approval of the State Contract Manager or his/her
designee.

Invoices shall also be submitted for additional work or other items properly authorized and
satisfactorily completed. These invoices shall itemize the position/titles involved in the
performance of the work, as well as the corresponding hourly rates, as specified in the Bidder’s
“Rate Sheet.” Invoices shall be submitted according to the payment schedule agreed upon when
the work was authorized and approved.

The State considers the Contractor to be the sole point of contact with regard to contractual
matters and the Contractor shall be required to assume sole responsibility for the complete
“Scope of Services/Deliverables” and any additional services, as indicated in the RFQ. Payments
will only be made to the Contractor. The Contractor is responsible for assuring subcontractor
compliance with all terms and conditions of this RFQ and assumes the sole and absolute
responsibility for any payments due to subcontractor(s) under the subcontract(s). By submitting
an invoice to the State, the Contractor represents that all payments due to its subcontractor(s)
have been made and that all relevant laws and regulations have been complied with.

5.20 PROGRAM EFFICIENCY ASSESSMENT

The State Using Agencies shall be charged an assessment equal to one-quarter of one percent
(0.25%) of the value of all transactions under this Contract. This assessment is authorized by
N.J.S.A.52:27B-56 and N.J.A.C. 17:12-1.5, to maintain the State’s procurement system at a level
to meet industry standards of efficiency.

521 ONGOING PROGRAM EVALUATION/RECOMMENDATIONS
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The Contractor shall monitor and evaluate the progress and effectiveness of the System to ensure
maximum efficiencies and acceptable Customer satisfaction levels are achieved. The Contractor’s
on-site management and supervisory staff shall be able to provide, on an ad-hoc basis, reports as
requested evidencing statistics of the operations and grant disbursements.

As required in Section 3.2.4.4.14, the Contractor shall benchmark IT performance and propose a
Performance Management Plan to be approved by the State Contract Manager.

6.0 QUOTATION EVALUATION
6.1 RIGHT TO WAIVE

The Director reserves the right to waive minor irregularities. The Director also reserves the right
to waive a requirement provided that:

1. The requirement is not mandated by law;
2. All of the otherwise responsive Quotations failed to meet the requirement; and

3. In the sole discretion of the Director, the failure to comply with the requirement does not
materially affect the procurement or the State's interests associated with the procurement.

6.2 DIRECTOR’S RIGHT OF FINAL QUOTATION ACCEPTANCE

The Director reserves the right to reject any or all Quotations, or to award in whole or in part if
deemed to be in the best interest of the State to do so. The Director shall have the authority to
award orders or Contracts to the Bidder or Bidders best meeting all specifications and conditions in
accordance with N.J.S.A. 52:34-12. Tie Quotations will be awarded by the Director in accordance
with N.J.A.C.17:12-2.10.

6.3  STATE'S RIGHT TO INSPECT BIDDER'S FACILITIES

The State reserves the right to inspect the Bidder's establishment before making an award, for the
purposes of ascertaining whether the Bidder has the necessary facilities for performing the
contract.

The State may also consult with clients of the Bidder during the evaluation of bids. Such
consultation is intended to assist the State in making a Contract award which is most advantageous
to the State.

6.4  STATE'S RIGHT TO REQUEST FURTHER INFORMATION
The Director reserves the right to request all information which may assist him or her in making a
Contract award, including factors necessary to evaluate the Bidder’s financial capabilities to

perform the contract. Further, the Director reserves the right to request a Bidder to explain, in
detail, how the Quotation price was determined.
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6.5 QUOTATION EVALUATION COMMITTEE

Quotations may be evaluated by an evaluation committee composed of members of affected
departments and agencies together with representative(s) from the Division. Representatives
from other governmental agencies may also serve on the evaluation committee. On occasion, the
evaluation committee may choose to make use of the expertise of outside consultant(s) in an
advisory role.6.6 ORAL PRESENTATION AND/OR CLARIFICATION OF QUOTATION

After the submission of Quotations, unless requested by the State as noted below, bidder contact
with the State is still not permitted.

After the Quotations are reviewed, one, some, or all of the Bidders may be asked to clarify certain
aspects of their Quotations. A request for clarification may be made in order to resolve minor
ambiguities, irregularities, informalities, or clerical errors. Clarifications cannot correct any
deficiencies or material omissions or revise or modify a Quotation, except to the extent that
correction of apparent clerical mistakes results in a modification.

The Bidder may be required to give an oral presentation to the State concerning its Quotation.
Bidders shall be available with 48 hours upon notification of the State.

Bidders may not attend the oral presentations of their competitors.

It is within the State’s discretion whether to require the Bidder to give an oral presentation or
require the Bidder to submit written responses to questions regarding its Quotation. Action by the
State in this regard shall not be construed to imply acceptance or rejection of a Quotation. The
Division will be the sole point of contact regarding any request for an oral presentation or
clarification.

6.7 EVALUATION CRITERIA

The following evaluation criteria categories, not necessarily listed in order of significance, will be
used to evaluate bid Quotations received in response to this RFQ. The evaluation criteria
categories may be used to develop more detailed evaluation criteria to be used in the evaluation
process:

6.7.1 Technical Evaluation Criteria

Each responsive Quotation will receive a technical evaluation score which will be the average of
the sum of each voting member’s Technical Evaluation Score for the Quotation. The following
evaluation criteria categories, not necessarily listed in order of significance, will be used to
evaluate bid Quotations received in response to this RFQ. The evaluation criteria categories may
be used to develop more detailed evaluation criteria to be used in the evaluation process:

a. The Bidder's general approach and plans in meeting the requirements of this RFQ);

b. The Bidder's detailed approach and plans to perform the services required by the Scope of
Work of this RFQ;
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c. The qualifications and experience of the Bidder’s management, supervisory or other key
personnel assigned to the contract, with emphasis on documented experience in
successfully completing work on contracts of similar size and scope to the work required
by this RFQ; and

d. The overall ability of the bidder, to begin and successfully complete the project within the proposed
schedule.

6.7.2 Bidder’s Rate Schedule

For evaluation purposes, Bidders will be ranked according to the total bid price located on the
Rate Sheet accompanying this RFQ Exhibit 1.

For evaluation purposes, Proposals will be scored according to the formula:
Cost Proposal Score = predetermined points x (lowest cost proposal/evaluating cost proposal)
The proposal with the highest score will be ranked the highest.

The cost proposal ranked highest will be the lowest acceptable cost proposal between the original
cost proposal and the BAFO proposal submitted by each Bidder (if applicable).

6.7.3 Total Quotation Score
Each evaluated Quotation will receive a Total Proposal Score based on the following formula:

Technical Evaluation Score + Cost Proposal Score = Total Quotation Score. The Technical
Evaluation Score used will be the average of the combined Technical Evaluation Score (sum of
each voting member technical evaluation score divided by the number of voting members).

The responsible Bidder receiving the highest Total Quotation Score may be recommended for
Contract award. In the event of a tie, the Quotation with the highest Technical Evaluation Score
amongst the tied Quotations may be recommended for Contract award.

6.7.4 Quotation Discrepancies

In evaluating Quotations, discrepancies between words and figures will be resolved in favor of
words. Discrepancies between unit prices and totals of unit prices will be resolved in favor of
unit prices. Discrepancies in the multiplication of units of work and unit prices will be resolved
in favor of the unit prices. Discrepancies between the indicated total of multiplied unit prices and
units of work and the actual total will be resolved in favor of the actual total. Discrepancies
between the indicated sum of any column of figures and the correct sum thereof will be resolved
in favor of the correct sum of the column of figures.

6.8 Negotiation and Best and Final Offer (BAFO)
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After evaluating proposals, the Division may enter into negotiations with one bidder or multiple
bidders. The primary purpose of negotiations is to maximize the State’s ability to obtain the best
value based on the mandatory requirements, evaluation criteria, and cost. Multiple rounds of
negotiations may be conducted with one bidder or multiple bidders. Negotiations will be
structured by the Division to safeguard information and ensure that all bidders are treated fairly.

All Bidders who receive a Technical Score within a stated technical competitive range may be
asked to submit a Best and Final Offer. Said invitation will establish the time and place for
submission of the BAFO. Any BAFO that is not equal to or lower in price than the pricing offered
in the bidder’s original proposal will be rejected as non-responsive and the State will revert to
consideration and evaluation of the bidder's original pricing.

If required, after review of the BAFO(s), clarification may be sought from the bidder(s). The
Division may conduct more than one round of negotiation and/or BAFO in order to attain the best
value for the State.

After evaluation of proposals and as applicable, negotiation(s) and/or BAFO(s), the Division will
recommend, to the Director, the responsible bidder(s) whose proposal(s), conforming to the RFQ,
is/are most advantageous to the State, price and other factors considered. The Director may
accept, reject or modify the recommendation of the Division. The Director may initiate additional
negotiation or BAFO procedures with the selected bidder(s).

Negotiations will be conducted only in those circumstances where they are deemed by the
Division or Director to be in the State’s best interests and to maximize the State’s ability to
get the best value. Therefore, the bidder is advised to submit its best technical and price
proposal in response to this RFQ since the State may, after evaluation, make a contract
award based on the content of the initial submission, without further negotiation and/or
BAFO with any bidder.

All contacts, records of initial evaluations, any correspondence with bidders related to any request
for clarification, negotiation or BAFO, any revised technical and/or price proposals, the
Evaluation Committee Report and the Award Recommendation, will remain confidential until a
Notice of Intent to Award a contract is issued.

NOTE: If the Division contemplates negotiation, proposal prices will not be publicly read at
the proposal submission opening. Only the name and address of each bidder will be publicly
announced at the proposal submission opening.

6.9 COMPLAINTS

A Bidder with a history of performance problems as demonstrated by formal complaints and/or
contract cancellations for cause pursuant to Section 5.7.b of the NJSTC accompanying this RFQ
may be bypassed for an award issued as a result of this RFQ.

7.0 CONTRACT AWARD

7.1  DOCUMENTS REQUIRED BEFORE CONTRACT AWARD

63



7.1.1

7.1.2

Requirements of Public Law 2005

The State and Contractor shall comply with the requirements of Public Law 2005, Chapter
51, N.J.S.A. 19:44A-20.13 - N.J.S.A. 19:44A-20.25 (Formerly Executive Order No. 134)
and Executive Order No. 117 (2008).

The State shall not enter into a contract to procure from any Business Entity services or
any material, supplies or equipment, or to acquire, sell or lease any land or building,
where the value of the transaction exceeds $17,500, if that Business Entity has solicited or
made any contribution of money, or pledge of contribution, including in-kind
contributions, to a candidate committee and/or election fund of any candidate for or holder
of the public office of Governor or Lieutenant Governor, to any State, county, municipal
political party committee, or to any legislative leadership committee during certain
specified time periods

Prior to awarding any contract or agreement to any Business Entity, the Business Entity
proposed as the intended awardee of the contract shall submit the Certification and
Disclosure form, certifying that no contributions prohibited by either Chapter 51 or
Executive Order No. 117 have been made by the Business Entity and reporting all
contributions the Business Entity made during the preceding four years to any political
organization organized under 26 U.S.C.527 of the Internal Revenue Code that also meets
the definition of a “continuing political committee” within the means of N.J.S.A. 19:44A-
3(n) and N.J.A.C. 19:25-1.7.

The required form and instructions, available for review on the Division’s website at
http://www.state.nj.us/treasury/purchase/forms.shtml#eo134, shall be provided to the
intended awardee for completion and submission to the Division with the Notice of Intent
to Award. Upon receipt of a Notice of Intent to Award a Contract, the intended awardee
shall submit to the Division, in care of the Division Procurement Specialist, the
Certification, and Disclosure(s) within five (5) business days of the State’s request.
Failure to submit the required forms will preclude award of a Contract under this RFQ, as
well as future contract opportunities.

Further, the Contractor is required, on a continuing basis, to report any contributions it
makes during the term of the contract, and any extension(s) thereof, at the time any such
contribution is made. The required form and instructions, available for review on the
Division’s website at http://www.state.nj.us/treasury/purchase/forms.shtmil#eo134, shall be
provided to the intended awardee with the Notice of Intent to Award.

Source Disclosure Requirements

Pursuant to N.J.S.A. 52:34-13.2, all contracts primarily for services awarded by the Director shall
be performed within the United States, except when the Director certifies in writing a finding that a
required service cannot be provided by a Contractor or subcontractor within the United States and
the certification is approved by the State Treasurer. Also refer to Section 3.6 Service Performance
within U.S. of the NJSTC.

Pursuant to the statutory requirements, the intended awardee of a contract primarily for services
with the State shall disclose the location by country where services under the contract, including
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subcontracted services, will be performed. The Source Disclosure Certification form accompanies
the subject RFQ. FAILURE TO SUBMIT SOURCING INFORMATION WHEN REQUESTED
BY THE STATE SHALL PRECLUDE AWARD OF A CONTRACT TO THE BIDDER.

If any of the services cannot be performed within the United States, the Bidder shall state with
specificity the reasons why the services cannot be so performed. The Director shall determine
whether sufficient justification has been provided by the Bidder to form the basis of his or her
certification that the services cannot be performed in the United States and whether to seek the
approval of the Treasurer.

7.1.2.1 Breach of Contract

A SHIFT TO PROVISION OF SERVICES OUTSIDE THE UNITED STATES DURING THE
TERM OF THE CONTRACT SHALL BE DEEMED A BREACH OF CONTRACT. If, during
the term of the contract, the Contractor or subcontractor, who had on contract award declared that
services would be performed in the United States, proceeds to shift the performance of any of the
services outside the United States, the Contractor shall be deemed to be in breach of its contract.
Such Contract shall be subject to termination for cause pursuant to Section 5.7b.1 of the NJSTC,
unless such shift in performance was previously approved by the Director and the Treasurer.

7.1.3 Affirmative Action

The intended awardee shall submit a copy of a New Jersey Certificate of Employee Information
Report, or a copy of Federal Letter of Approval verifying it is operating under a federally approved
or sanctioned Affirmative Action program. Intended awardee(s) not in possession of either a New
Jersey Certificate of Employee Information Report or a Federal Letter of Approval shall complete
the Affirmative Action Employee Information Report (AA-302) located on the web at
http://www.nj.gov/treasury/purchase/forms/AA_%20Supplement.pdf.

7.1.4 Business Registration

In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named subcontractors shall have a valid
Business Registration Certificate (“BRC”) issued by the Department of Treasury, Division of
Revenue prior to the award of a contract.

7.2  FINAL CONTRACT AWARD

Contract award[s] will be made with reasonable promptness by written notice to that responsible
Bidder(s), whose Quotation(s), conforming to this RFQ, is(are) most advantageous to the State,
price, and other factors considered. Any or all Quotations may be rejected when the State
Treasurer or the Director determines that it is in the public interest to do so.

7.3 INSURANCE CERTIFICATES
The Contractor shall provide the State with current certificates of insurance for all coverage

required by the terms of this Contract, naming the State as an Additional Insured. Refer to
Section 4.2 of the NJSTC accompanying this RFQ.
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8.0 CONTRACT ADMINISTRATION

8.1 CONTRACT MANAGER

The State Contract Manager is the State employee responsible for the overall management and
administration of the Contract.

The State Contract Manager for this Project will be identified at the time of execution of Contract.
At that time, the Contractor will be provided with the State Contract Manager’s name,
department, division, agency, address, telephone number, fax phone number, and e-mail address.

8.1.1 State Contract Manager Responsibilities

For an agency contract where only one State office uses the Contract, the State Contract Manager
will be responsible for engaging the Contractor, assuring that purchase orders are issued to the
Contractor, directing the Contractor to perform the work of the contract, approving the
deliverables, and approving payment vouchers. The State Contract Manager is the person that the
Contractor will contact after the Contract is executed for answers to any questions and concerns
about any aspect of the Contract. The State Contract Manager is responsible for coordinating the
use of the Contract and resolving minor disputes between the Contractor and any component part
of the State Contract Manager.

If the Contract has multiple users, then the State Contract Manager shall be the central
coordinator of the use of the Contract for all Using Agencies, while other State employees engage
and pay the Contractor. All persons and agencies that use the Contract shall notify and coordinate
the use of the Contract with the State Contract Manager.

8.1.2 Coordination with the State Contract Manager

Any contract user that is unable to resolve disputes with a Contractor shall refer those disputes to
the State Contract Manager for resolution. Any questions related to performance of the work of
the Contract by contract users shall be directed to the State Contract Manager. The Contractor
may contact the State Contract Manager if the Contractor cannot resolve a dispute with contract
users.
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